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Abstract: With the continuous development of the Internet, Wireless Sensor Network (WSN) is also widely
used in various fields, including forest protection, national defense, environmental monitoring, traffic man-
agement and other aspects. Meanwhile, there are also security problems. During WSN security research, the
most critical isintrusion detection. Based on this, this paper first studies the characteristics of WSN and intru-
sion detection, then analyzes the main problems existing in the detection mode of WSN, and puts forward the

corresponding optimization strategy.
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1. Introduction

With the development and progress of computer technol -
ogy, information technology, network technology and
electronic technology, sensor network has developed
rapidly with its advantages of low power, low cost and
portable. At present, sensor network can integrate infor-
mation perception, information processing, data trans-
mission and other functions in a small volume. With the
acceleration of WSN research and the popularization of
practical applications, many issues that had not been con-
sidered in the previous laboratory stage have been raised,
such as node positioning of WSNs, network security and
so on. For the security of WSNSs, the requirements are
different in different fields. In the traditional wired net-
work, the research work of intrusion detection has been
carried out for many years, and there are many mature
achievements deserving to learn. But for WSN, the re-
search of intrusion detection technology is in its infancy.
Although some intrusion detection models and means
based on WSN are put forward in the field of academic
research, there is no universal detection model for wide
application. Therefore, it is of great significance to carry
out the research work on the detection method of net-
work intrusion based on wireless sensor.

2. An Overview on the Related Sensor In-
trusion Detection Technology
2.1. Intrusion of data link layer

Data Link Layer is between the physical layer and net-
work layer. Data Link Layer provide services on the ba-
sis of the physical layer services. The basic service of the

Data Link Layer is to input the data of origina network
layer into the adjacent node's target network layer secure
and reliable. Because the Data Link Layer has a secure
and reliable transmission of data characteristics, some
bad people or organizations are to use their characteris-
tics effectively. The characteristics have become away to
invade the sensor network. Unfair competition attacks, as
well as collison and exhaustion attacks are typical of
data link layer intrusions. A collision attack, when the
wireless network is in an open physical environment,
refersto that if two devices send and receive information
at the same time, they can’t effectively store and identify
information by overlaying a signa. If any of data that
existed in the data link layer appear unidentified situation,
the entire packet will be discarded. Such shock behavior
in the data link layer is understood as collision. In order
to effectively avoid the emergence of collision attacks, in
sending and receiving data, we can take error-correcting
code or channel monitoring and transmission mechanism.
The function of error-correcting code is to solve some
low-quality communication channel data communication
problems effectively. In correcting the error bit in the
packet, some redundant information can be added to the
communication packet. Collision attackers use instant
attacks, but only affect individual data bits, so they can
use error correction codes directly.

2.2. An analysis of misuse detection

Without detection and analysis is a more well-known
knowledge of intrusion attacks. The establishment of the
feature library and comparison on the characteristics of
the library and data during work can detect the intrusion.
First, through the knowledge of intrusion attacks that is
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aready in possession, a pattern for each intrusion or at-
tack can be established, and then compare user behavior
by establishing a pattern or multiple patterns. If the pat-
tern that matches it can be found, then you can determine
whether there are intrusion or attack behavior. Misuse
detection belongs to akind of feature library-based detec-
tion. If there is no characteristics of a behavior, the beha
vior can be called normal behavior. If this problem needs
to be effectively solved, then we must continue to optim-
ize the characteristic library update and perfect it. What
way is used to optimize the characteristic library update
is adifficulty factor. If the optimization feature library is
updated through the WSN, then the larger energy will be
consumed, and the WSN intrusion detection system low
energy requirements are not consistent with the pheno-
menon. If the optimization feature library is updated by
using recycled sensor nodes, it will be a large mainten-
ance costs, and in certain specific situations it cannot be
carried out. This series of problems will have a direct
impact on the use of misuse detection methods in WSN
intrusion detection.

3. The Key Problems Analysis of WSN In-
trusion Detection Methods

3.1. Energy consumption

Because the sensor node is small in size, it is generally
necessary to rely on a limited volume of button batteries
as a storage device. Because the sensor has a large hum-
ber of nodes, and it has a wide distribution area and geo-
graphical differences, some areas are not suitable for
biological survival. When in the extension of node life
human replacement battery isused, it feasible is not high.
Carrying out automatic storage technology solar energy
and other natural energy is not mature enough in China
development. Hence, through which way to effectively
improve the use of limited energy efficiency is a key
point in the WSN application development. Sensing
modules and communication modules, as well as proces-
sor modules are modules in the energy consumption of
sensor nodes. The power consumption of the sensing
module is aso gradually developing towards the direc-
tion of low consumption under the background of the
continuous superbness of the integrated circuit technolo-
gy city, and in the face of the continuous cumbersome
upper-level application and the corresponding complex
protocol, the computational energy level of the commu-
nication module and the processing module is growing
geometrically, and the corresponding power consumption
is also growing. As a high-level application system with
WASN as the platform, the energy consumption problemis
also an important bottleneck restricting its development.
Among them, the selection of detection nodes and the
intrusion detection algorithm of nodes need to be special-
ly designed according to WSN to baance the energy

consumption of nodes and the efficiency of system detec-
tion.

3.2. Performance issues

Sensor node belongs to a kind of micro-embedded device.
Sensor node price and power consumption and other as-
pects are relatively lower than other nodes. These factors
will also cause the sensor node to carry weak processor
capacity, and its storage capacity is limited. However, in
the context of the continuous wide range of WSN appli-
cations, sensor nodes must effectively complete a series
of work, including data management and processing
work and collection and summoning work in many as-
pects. Because the traditional intrusion detection system
and operation has a large resource capacity, desktop or
server based, in the traditional intrusion detection system,
performance problems do not need to pay too much at-
tention. The characteristics of the sensitivity of wireless
sensor node energy consumption also represent the de-
sign of intrusion detection system with wireless sensor
node as the main basis, which must be optimized on the
basis of the limited processing power of the sensor hode
and storage capacity regulations. A single nodein aWSN
owing to its limited performance is not applicable in the
centralized processing method. Coupled with the actual
environment, the key nodes of the intrusion detection
system are given to a node in an unknown geographical
environment, such a low security, some not well-
intentioned organizations, or individuas can anayze
node traffic data size through the suspicious area, and
determine its specific location, and then analyze the node
internal data. And the entire intrusion detection system
will be destroyed; even the entire sensor network will be
damaged. In addition, a centralized processing method
should be used. The system requires the collection of
information throughout the network or the whole family.
In the processing of data, it takes along time, and a high-
er degree of malignancy nodes cannot be detected in a
timely manner. Therefore, thisway is not available.

4. The Solution on the Key Problems Facing
by WSN Intrusion Detection Methods

4.1. Solutions to energy consumption problems

From beginning to end, the development of WSN is af-
fected by the widespread development of energy con-
sumption. It has aso been clear in WSN operation
process, upper-level applications and wireless communi-
cation and other aspects have higher energy consumption.
The reduction in communication energy consumption is
not within the scope of software optimization. Coupled
with the communication energy consumption, the dis-
tance between communications is positively correlated.
There is no area of WSN worth optimizing. Therefore, in
the process of reducing energy consumption, the most
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critical point is how to effectively improve the efficiency
of node software processing. Intrusion detection system
is to divide the cluster WSN into clusters and multiple
detection groups. The nodesin the foot are not all used in
intrusion detection. Every once in a while, only some
nodes are selected as node detection and run detection
algorithms. The main goal of this design is to effectively
reduce the energy consumption of nodes. If each node in
the cluster at the same time run detection agorithms,
then the location of unlimited sensor network and moni-
toring of physical information forwarding and other as-
pects must adopt more processor resources. Coupled with
detection algorithms it will also speed up the consump-
tion of energy resources and shorten the time that nodes
can use.

4.2. Performance problem solutions

In the traditional network environment, intrusion detec-
tion system from start to end has a relatively good detec-
tion performance. It has high accuracy rate and detection
rate, false alarm rate and false alarm rate in the test envi-
ronment. It can aso be controlled within the scope. These
are dl due to the traditional network detection nodes
which are not constrained by energy and processing
power. In the face of wireless sensors such a limited
energy, computing power is not too strong network node
form. The design of intrusion detection system is particu-
larly important. The design of the two-layer clustered
wireless sensor intrusion detection system is proposed to
solve the regtriction of the limited node resources of the
sensor network on the intrusion detection performance.
In order to ensure a rapid response to intrusion behavior
within the cluster, its main idea is to use lightweight in-
tra-cluster detection algorithm based on Mars distance
and to shield the obvious intrusion nodes directly within
the cluster. And for those suspected intrusion nodes with
high attack, covertness are reported to the nodes by the
cluster head node. According to the suspicious address,
the nodes in the network-wide listen for it, collect rele-

vant information, and using a mature intrusion detection
agorithm to detect the node again. If the detection results
are normal, then notify all nodes of the network to stop
the monitoring data of the suspect nodes sent, instead
notify the isolation of the node.

5. Conclusion

In summary, one of the most promising and critical tech-
nologies in current is WSNs, which can be seen both in
the military and civilian fields. WSN technology is still
in the early stage of development. Under such circums-
tances, through what means to ensure that the network
can adways be in a safe state is the key point of WSN
research. Whether in research or WSN security develop-
ment, what can give full play to their role is the intrusion
detection method. The existing wireless network sensor-
based intrusion detection technology are optimized on
the basis of traditional wired network and network secu-
rity schemes. WSN itself has more characteristics of the
difference, and does not apply to the field. Based on this,
the characteristics of the existing intrusion detection
technology and the characteristics of the WSN itself are
analyzed, and further research is carried out on this basis.
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