HEK NCCP

International Journal of Applied Mathematics and Soft Computing

Volume 6, Issue 3, December, 2020

A Real-Time Risk Detection Method for
Network Security based on Static Analysis

Jiajia He
Department of network data information The First Affliated Hospital of Guangdong University of Chinese Medicine
Guangzhou, 510405, China

Abstract: Traditional network security risk detection methods can only evaluate and detect the long-term se-
curity state of the network, but cannot accurately and real-time detect the network risk. Therefore, the real-
time risk detection method of network security based on static analysis is studied. After analyzing the state of
network security using the static constraint analysis theory, the qualitative network attack and defense using
the game theory. Based on the calculation of network security risks, the artificial immune principle is used to
realize the real-time risk detection. Experimental results show that the detection accuracy of this method is
higher than 93.5%, which is better than the traditional method to achieve better network protection effect.
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1. Introduction

At present most of the network security risk assessment
method is static evaluation method, only a rough estimate
network risk of state for a long time, not when the attack
in real time detection of network security risk, so when
you meet the network intrusion can real-time adjust their
defensive measures, thus the most the earth to reduce the
loss of the system. Therefore, real-time network security
risk detection is of great significance to the study of dy-
namic network security [1]. At present, the traditional
network security technology carries out risk detection
under the control and guidance of the overall security
policy. However, it is based on a static assessment me-
thod, which can only make a rough static assessment of
the long-term risk state of the network, and the risk de-
tection accuracy is poor [2].

Static analysis is a method to obtain endogenous va-
riables according to the established exogenous variables.
At present, static analysis gradually develops to be able
to find more defects that can only be found by dynamic
testing, so as to achieve the purpose of reducing false
positives and increasing efficiency. According to the
above analysis content, this paper will study the real-time
risk detection method of network security based on static
analysis.

2 Research on Real-Time Risk Detection
Method of Network Security based on Static
Analysis

2.1. Static analysis of network security state

Taking abstract interpretation as a sufficient condition for
static analysis, this paper chooses to use static constraint

analysis to analyze the real-time properties of network
security state. Static constraint analysis is developed on
the basis of type inference and data flow analysis, both of
which determine program attributes by maintaining vari-
able types or analyzing constraints between states. The
constraint analysis method divides the analysis process
into two stages: constraint generation and constraint solv-
ing. The former uses constraint generation rules to estab-
lish the constraint system between variable types or anal-
ysis states, namely the attribute attack graph of network
security. The latter solves these constrained systems [3].
The static analysis method needs to verify that each ac-
tivity in the path satisfies the security policy, that is, it
repeatedly transforms an initial constraint until the con-
straint becomes a solved form from which the solution
can be derived directly. This paper adopts the following
form of minimum solution constraint solving algorithm
for safety analysis and solution [4]:
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In formula (1), a is set variable; ¢ is the set constructor.
1 and T represent the bottom and top elements of the
range, respectively. In this set constraint solving method,
the constraint is first transformed into a constraint graph:
in the constraint graph, each node represents a subexpres-
sion of the constraint system, and each directed edge
from node L to node R represents a set constraint LcR.
Then the dynamic transmission closure algorithm is used
to solve the problem. Therefore, when the static analysis
of network security state is carried out, the attribute at-
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tack graph of network security, namely the network secu-
rity constraint graph, needs to be established first [5].

The attribute attack graph of network security contains
two kinds of nodes: attribute node and atomic attack
node. The attribute node represents the attribute of the
target network and the attacker, and the atomic attack
node represents an attack by the attacker using a single
vulnerability. Among them, the set of reachable attribute
nodes shows all the attack targets that an attacker can
reach after carrying out a network attack based on the
initial attack capability. Multi-target construction algo-
rithm is adopted to obtain all or most of the approaches
that an attacker can attack the target network, so as to
improve the detection accuracy of network security risks
[6]. After the static analysis of the network security state,
the offense and defense in the network are defined ac-
cording to the game theory.

2.2. Network offense and defense qualitative

The qualitative game process of network offense and
defense can be represented by the eight-tuple model, that
iS NSDG =(N,B,S,t,X,P, f,G), each variable is defined as
follows:

N=(N,,N,) represents the participant space of the qua-

litative differential game of network offense and defense,
N, represents the defender, and N, represents the at-

tacker. B=(Ds,As) represents the action space for of-
fense and defense, and Ds ={Ds; i< j<n} represents the
optional defense strategy of the defense side.
As ={As;[1< j<m} represents an optional attack strategy
for an attacker. s={s,k=1---,K} represents a collection

of subnet works divided by function and topology. K is
the number of subnet works; s, is the k th subnet work.

te[tytng] represents the moment of qualitative differen-
tial game of network offense and defense [7].
X (1) ={(p (1) 2 (t), A (1)0< o (t) <1} represents the

network security state variable at time t, and is a K-
dimensional state space composed of each sub-network
infection node density p,(t). Since p(t) is determined

by the number of infected nodes in the network, the secu-
rity state is discretized in the K-dimensional state space.
P={P,(t),P,(t)} represents the control strategy of both

offense and defense at time t, which is the control trajec-
tory with time as the variable. P, (t)={p}(t)L<j<n}

represents the mixed strategy selected by the defender at

time t, zn:p[j,(t):l ; P(t)={pi(t)<j<m| represents the
j=1

mixed strategy selected by the attacker at time t,

Zn:pf\(t):l o f={fk=1--K} represents the network
j=1

security state migration function, which is a function of

the change in the density of each sub network infected
node over time, in which f, :dpdkit(t).
set of attack targets and is also a high-risk area of net-
work security risks.

Based on the analysis of the actual situation of offense
and defense, it can be seen that the transformation of
node security state is jointly determined by the interac-
tion of offense and defense strategies. The above qualita-
tive eight-tuple model of offense and defense game is
solved, and the multi-dimensional state space of network
security is divided into capture zone and escape zone [8].
If the current network security state is in the capture zone,
the attacker can always make the security state reach the
target set and achieve the expected target by adopting
appropriate attack strategies. If it is located in the zone of
evasion, the defensive side can always take appropriate
defensive measures to resist the further spread of the
threat and prevent the security state from migrating into
the target set. Therefore, both sides of offense and de-
fense will adopt the optimal strategy for continuous con-
frontation to avoid falling into the dominant region of the
other side, so as to make the network security state con-
stantly migrate at the interface of the two regions. After
defining the network offense and defense, the network
security risk is calculated to realize the risk detection.

G Represents the

2.3. Calculate network security risks

Based on the qualitative relationship of network offense
and defense as determined above and static analysis re-
sults of network security, a network security risk calcula-
tion frame diagram is established as shown in the figure
below.

The network security risk calculation framework includes
two parts: threat identification and risk calculation. There
is a correlation between vulnerabilities in the network,
and the attack graph can combine vulnerability informa-
tion, network topology information, host configuration
information, etc., to show all attack paths of the attacker
against the target network [9]. The vulnerability scanner
can scan the vulnerabilities in the target network and the
service information running on each host. The host in-
formation scanning tool can automatically obtain the host
configuration information in the target network and net-
work services running on the host. The topology infor-
mation of the target network can be obtained by the net-
work topology discovery tool, and the connection infor-
mation of each host in the target network at the network
transport layer can be calculated. Vulnerability informa-
tion, service information running on each host, and con-
nection information between each host constitute the
target environment. The attack graph auto-build engine
uses target environment and vulnerability knowledge
base to build attack graph. The automatic building
process of attack graph is actually the process of instan-
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tiating local variables in attack mode according to the
target environment, and then visualizing the attack graph
as nodes and directed edges. In view of the specific at-
tack behavior of some different vulnerabilities, the com-

mon points of the current vulnerability attack methods
are extracted to form an attack pattern. According to the
calculated network security risk, the basic principle of
artificial immunity is used to detect the risk in real time.
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Figure 1. Network security risk calculation frame diagram

2.4. Realize the real-time detection of network
security risks
Artificial immunity is to realize the defense of computer
network security detection by simulating the defense
process of biological immune system. In this paper, the
state mode and attribute parameters of the computer net-
work are defined as self-data, so as to realize network
security risk detection by using artificial immunity. In
morphological space, the recognition between immune
cells and antigens is quantitatively described. If a certain
number of antibodies are placed appropriately in a morph
space and given the appropriate threshold for cross-
reaction, then these antibodies can cover the entire morph
space and the molecular morphology presented by the
immune system can be recognized. The recognition be-
tween an antibody and an antigen can be calculated using
the following affinity formula:

D= EL:(Abi—Agi)Z

i=1

@

In formula (2), Ab, is the antibody of artificial immuni-
ty; Ag, is an antigen for artificial immunity. When the

principle of artificial immunity is used for real-time risk
detection, the autologous mutation can be eliminated at
any time to avoid the autologous tolerance of immature
immune cells to the mutation, so as to reduce the error
denial. By dynamically increasing the self element, the
description scope of self is expanded and the false affir-
mation is reduced. Mature immune cells evolve from
newly generated immature immune cells that are self-
tolerant. Mature immune cells have a certain life cycle. If
the mature immune cells match a certain number of anti-
gens during the life cycle, they will be activated and
evolve into memory cells, otherwise they will die. In
addition, mature immune cells will also die if they devel-
op new autoimmune intolerance. Therefore, the evolutio-
nary process of mature immune cells is as follows [10]:

4t=0
T (t):{n () UT (1) =T, (1), 51 ©)

In the above equation, T, (t) is the evolutionary process
of mature immune cells. T, were mature immune
cells.T,, (t)is the process of generating new mature im-
mune cells. 4 is an empty set. Memory antibody concen-

tration of immune cells can accurately assess the current
risk of the network. Let x be the risk of ith type attack

type A® inkth network host, then at time T, the host is
exposed to the risk r(t) of attack A’
network risk A? are respectively:
f (t):mﬁ—l

_ 2

14 2lw2xr)
When the value of r,(t) is 0, it indicates that attack A®
poses no threat to the host. When the value of r(t) is 1,
it indicates that an attack of A? is extremely dangerous
to the host. The greater the value of r,,(t), the greater the
risk to the host. Similarly, the value of r, (t) indicates the

degree of security risk in the overall network. At this
point, the research on the real-time risk detection method
of network security based on static analysis is completed,
and the effectiveness of this method will be studied in the
following part.

and the overall

(4)

r.(t) -1

3. Experiment
3.1. Experiment content

In this experiment, the traditional network security risk
detection method is compared with the real-time network
security risk detection method based on static analysis
proposed in this paper, and the actual detection accuracy
of the two methods is compared from the aspect of miss-
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ing rate and accuracy rate of risk detection. DRAP200
data set was selected for the simulation experiment.
Record experimental data of network vulnerabilities de-
tected by the two detection methods under the attack.
After processing by data software, the data of omission
rate and accuracy rate of risk detection are obtained.
Analyze the data of omission rate and accuracy rate, and
draw the final conclusion of this experiment.

3.2. Cyber attack process

The DRAP200 attack scenario test data set contains a
series of attacks, the whole attack process is the imple-
mentation of the DDoS attack. The attacker first detects
the active host via IPSweep; Then port scanning is car-
ried out to find the host with security vulnerability, and
then the network host with the vulnerability is attacked to
make it a puppet machine. Then install the Trojan horse
software of DDoS attack on the accused host, login the
victim host remotely through RSH, and launch DDoS
attack on the attacked target by using the accused host.
The attack steps corresponding to the DRAP200 dataset
are described as follows:

Step 1: The attacker scans the target network to search
for active hosts.

Step 2: Detect the active hosts found in Step 1, and detect
which hosts are executing the Sad mind remote manager
tool, and then lock the attack target.

Step 3: Attack the network host. For the network host
locked in Step 2, try to exploit the vulnerability of Sad
mind until the invasion is successful.

Step 4: Install the DDoS attack tool on the dummy ma-
chine. The attacker logs into the dummy machine re-
motely through the RSH service and installs the attack
tools that generate the real DDoS attack package, while
installing an attack agent on one of the victim hosts that
provides a user interface and controls the attack tools
installed on the other victim hosts.

Step 5: Start the DDoS attack. The attacker remotely logs
on to the host with the attack agent installed, controls all
the controlled machines with the attack tools to forge IP
addresses and together conduct DDoS attacks on the re-
mote server.

3.3. Experimental results

The data of omission rate and accuracy rate of the two
methods for real-time detection of network security risks
are shown in the table below, and the data in the table are
analyzed.

Table 1. Comparison of omission rate and accuracy rate /%

Attack power level Hole density /% Method of this paper Traditional method
Non-response rates Accuracy rate Non-response rates Accuracy rate
1 0.471 1.30 95.88 4.74 76.08
1 1.258 1.42 94.76 4.78 77.02
1 3.682 1.44 95.10 4.85 71.67
2 0.471 1.33 93.62 4.73 77.11
2 1.258 1.42 95.45 4.93 75.53
2 3.682 1.24 97.44 5.02 76.49
2 4.539 1.19 96.16 5.69 76.98
3 0.471 1.46 93.82 4.84 77.69
3 1.258 1.43 97.37 5.25 74.72
3 3.682 1.37 96.35 6.02 76.05

It can be seen from the above table that the alarm failure
rate is similar when applying this method to risk detec-
tion under the condition of different attack intensity and
the same density of network security vulnerability. How-
ever, the alarm failure rate increases with the increase of
network attack intensity. Under the condition of the same
attack intensity and different density of network security
vulnerability, the missing rate of traditional method is
also proportional to the security vulnerability density.
Overall analysis of the data in the above table shows that
the accuracy of this method is higher than 93.5%, which
is far higher than the detection accuracy of the traditional
method. It shows that in practical application, the real-
time risk detection method based on static analysis pro-
posed in this paper has higher detection accuracy and
better protection effect for network security.

4. Conclusion

There are some problems in the traditional network secu-
rity risk calculation methods, which often ignore the
propagation of threats and fail to identify the potential
threats in the network. Therefore, this paper studies the
real-time risk detection method of network security based
on static analysis. The validity of the proposed method is
verified by relevant experiments. In the future, the know-
ledge base of wvulnerability will be continuously im-
proved and maintained, and the practical application ef-
fect of detection method will be improved through a
large number of practices.
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