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Abstract: Traditional identification methods of key nodes in network mainly study the unauthorized and un-
directed network. The identification effect of nodes in network with changing topological relations is unstable, 
and the identification method has low accuracy and poor robustness. Aiming at the above problems, the key 
nodes identification method based on clustering coefficient is studied. Based on the topology network model, 
the aggregation coefficients of nodes in the network are calculated. The aggregation coefficient is taken as the 
node characteristic attribute and the improved KNN algorithm is used to identify the key nodes. Compared 
with the traditional node recognition method, the experimental results show that the recognition accuracy of 
the proposed method can reach 97.15% on average. Moreover, the proposed method has good robustness in 
application and can be applied in practice. 
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1. Introduction 
Topological network means that devices and communi-
cation nodes in the network are connected to each other 
according to the established connection mode, so that 
the network has an obvious topology structure. With the 
development of related concepts, most systems in the 
real world can be represented by topological networks. It 
is found that topological networks all have the characte-
ristics of non-homogeneous topological structures, 
which determines the different status of each node in the 
network: nodes with great influence on the network ac-
count for a small part of the network nodes, and these 
nodes are called the key nodes of the network [1]. The 
security of the network can be improved by identifying 
and protecting the key nodes of the topological network. 
The traditional key node recognition method based on 
information entropy USES the principle of information 
entropy, but information entropy can only be applied to 
undirected network, and the recognition effect for net-
work nodes with topology changes is not good. All the 
research objects based on degree centrality algorithm are 
unauthorized networks and are based on the premise that 
the integrity of the network will not be damaged. How-
ever, when identifying key nodes in the topology net-
work, the importance of nodes in the topology network 
cannot be accurately assessed, so it has certain limita-
tions [2, 3]. Agglomeration coefficient is one of the most 
significant features of network structure, and it can accu-
rately represent the key degree of network nodes. Based 

on the above analysis, this paper will carry out research 
on the clustering coefficient based recognition method 
of key nodes in topological networks. 

2. Research on Key Node Recognition Me-
thod based on Clustering Coefficient in To-
pology Network 
2.1. Set up topology network model 

In order to analyze the strength and direction of interac-
tion between nodes in the network, a directed weighted 
topology network model is established. Node strength 
refers to the sum of weights of all edges connected with 
the node. Since the connection between nodes has direc-
tivity, node strength can be divided into incoming 
strength and outgoing strength according to the different 
direction of the connection. 
The modeling process of directed weighted topology 
network model is as follows [4]: 
Step 1: If the network in the initial state is a fully con-
nected network composed of 0n  nodes, that is, all nodes 
in the network are interconnected, set the initial weight 
of each connection in the network to 0w ; 
Step 2: In each time step of model evolution, new nodes 
and directed edges are added to the original network 
according to the following principles: 
A. A new node v  was added to the original network 
with a fixed probability of q , and then m  nodes were 
selected from the original network according to certain 
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principles to be connected with it, so that the number of 
outgoing edges, that is, the outgoing degree of this node, 
was subject to binomial distribution of ( ),B n p , and the 
number of incoming edges, that is, the incoming degree 
of this node was subject to binomial distribution of 

( ),1B n p− , among which p  met 0 1p≤ ≤ . 
B. The number of nodes is fixed and only new connec-
tions are added to the original network. The probability 
of adding new edges is 1 q−  and the number 0n n≤ . 
Step 3: For the two network growth modes in step 2, the 
newly added nodes or edges will select the nodes in the 
original network to connect in a preferred way. When 
connecting nodes with an edge are selected, nodes with 
high degree of intensity in the network are more likely to 
be selected, and the probability of node selection is [5]: 
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In formula (1), ( )t ii  represents the set of all nodes that 

pointed to node i ; 
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strength of node i , that is, the sum of all input edge 
weights of node i . 
Similarly, when selecting a node with a chain out of an 
edge, nodes with high strength out of the network are 
more likely to be selected. The probability of node i  
being selected can be expressed as follows: 
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In formula (2), ( )t io  represents the set of all nodes that 

pointed to node i ; 
( )

io ij
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∈

= ∑  represents the out-

going strength of node i , namely the sum of all out-
going edge weights of node i . 
Step 4: Dynamic evolution of network weights, set to 

0w  for each new edge added to the network. Suppose 
that every time a new edge is generated in the network, 
the edge weight between the node and its neighboring 
nodes will change accordingly, and the intensity of 
access between the node and its neighbor nodes will also 
change. The topology network model is constructed by 
updating the network weight according to the extra traf-
fic load brought by the newly added network node con-
nection edge. The aggregation coefficients of nodes in 
the topology network model are calculated. 

2.2. Network node aggregation coefficient calculation 

In topological network model, nodes show clustering 
characteristics. According to the clustering characteris-
tics of nodes, clustering coefficient is divided into point 
clustering coefficient and edge clustering coefficient. 

The point aggregation coefficient of the node is calcu-
lated as follows [6]: 
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In formula (3), ud  represents the degree of node u ; uE  
represents the number of edges existing in a small net-
work of node u  and ud  neighboring nodes of the node. 
By calculating the aggregation coefficient C  of each 
node in the network and calculating the average value of 
them, the average aggregation coefficient of the whole 
network can be obtained, which reflects the degree of 
clustering among the interacting nodes to a certain ex-
tent. 
The concept of side aggregation coefficient is developed 
on the basis of point aggregation coefficient. The side 
aggregation coefficient is defined as the ratio between 
the actual number of triangles formed by side uv  and 
the maximum number of possible triangles formed by 
side uv  in the current network. The calculation formula 
is as follows [7]: 

( ) ( )
,,

min 1, 1
u v

u v

t
ECC u v

d d
=

− −
                 (4) 

In formula (4), ,u vt  represents the actual number of tri-
angles formed by sides uv  in the network; ud  represents 
the degree of node u ; ( )min 1, 1u vd d− −  refers to the 
degree of node u  and node u  reduced by 1, which is 
smaller, that is, the maximum number of triangles 
formed by side uv  in the network. The edge aggregation 
coefficient characterizes the degree of close connection 
between the front two endpoints and the surrounding 
nodes. The larger the edge aggregation coefficient is, the 
more likely the edge is to exist in the community struc-
ture of the network. After calculating the clustering 
coefficient of network nodes, the k-nearest neighbor 
principle is used to identify the key nodes. 

2.3. Key nodes identification in topological network 

The clustering coefficient of the nodes in the topology 
network is taken as the corresponding attribute of the 
nodes and the k-neighbor principle is used to identify the 
key nodes in the topology network. In this paper, Man-
hattan distance is used to calculate the similarity be-
tween nodes of topological network, and the distance of 
each feature is multiplied by its accuracy. The concept 
and calculation formula of Manhattan distance [8]: 
Suppose two nodes A  and B  in the complex network, 

( )1 2, , ,a a anA f f f= L  means node A  has N-dimensional 
characteristics, similarly, ( )1 2, , ,b b bnB f f f= L  means node 
B  has N-dimensional characteristics. Manhattan dis-
tance is used to calculate the distance between nodes A  
and B . The calculation formula is as follows [9]: 
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The idea of Bootstrap resampling was introduced and 
the characteristics and samples were resampled respec-
tively. Bootstrap sampling enables KNN algorithm to 
achieve the best integration effect. Let the eigenmatrix 
established in this paper be ij M N

FT ft
×

 =   , M  
represents the number of nodes, N  represents the eigen-
dimensions, and ijft  represents the j th feature of 
the i th node. For the characteristic matrix FT  in the 
training set, row sampling is carried out first, and then 
column sampling is carried out for the submodel's train-
ing sample. For the number of sub-models is N , repeat 
sampling from FT  is needed N  times. After the heavy 
sampling of Bootstrap, the sub-training samples ob-
tained after sampling were respectively modeled, and N  
sub-models were built according to the N sub-training 
samples after sampling [10]. Finally, this paper summa-
rized the results of Bootstrap-KNN for N  times and got 
the final score after sorting. The score result is the key 
degree of topology network nodes, and the score is ar-
ranged in descending order to complete the identifica-
tion of key nodes. At this point, the key node recognition 
method based on clustering coefficient is completed. 

3. Simulation Experiment and Result Analy-
sis 
In the above part, the design of key node identification 
method based on clustering coefficient in topological 
network is completed. This section will apply this me-
thod in the computer simulation platform to carry out 
simulation test, and verify the feasibility and effective-
ness of the key node identification method studied above. 

3.1. Preparation of experimental data 

This simulation experiment was carried out on four dif-
ferent topological networks, taking the four topological 
networks as experimental objects. These four networks 
are GAMA network, Usair97 network, Football network 
and yeast protein action network in DIP database. GA-
MA network is a signed graph describing the aggrega-
tion of the Gahuku-Gama system in the central high-
lands of eastern New Guinea, in which there are 668 
network nodes and 306 key nodes. USair97 network is a 
network formed by 332 airports and routes between 
them, including 332 network nodes and 259 key nodes. 
Football Network is a network in which members of 22 
football teams that participated in the World Champion-
ship in Paris in 1998 signed contracts with 35 countries, 
with 17,710 network nodes and 8,986 key nodes. Yeast 

protein interaction network is from the DIP database, 
which contains 5037 nodes and 22061 edge interactions. 
According to the DEG database, this network contains a 
total of 978 key proteins, 3322 non-key proteins, and the 
rest of the proteins are key unknown. 
The number of key nodes and non-key nodes in the 
above experimental topological network was recorded, 
and the recorded value was taken as the basis for the 
calculation of experimental indexes in order to draw 
experimental conclusions. 

3.2. Content of simulation experiment 

This experimental study was completed in a computer 
simulation platform equipped with Windows 10 and 
configured with Intel E5-2609 V2 with a main frequency 
of 3.75ghz CPU. The key node identification method 
based on clustering coefficient is compared with the 
traditional key node identification method based on in-
formation entropy and the key node identification me-
thod based on degree centrality. The comparison index 
of this experiment is the sensitivity, accuracy and ro-
bustness of the recognition method when different key 
node recognition methods are applied to identify the 
experimental network. 
The sensitivity of the recognition method is the ratio 
between the number of key nodes correctly identified 
and the total number of original key nodes. The accuracy 
is the ratio between the number of key nodes correctly 
identified in the experimental results and the total num-
ber of nodes in the experimental network. When com-
paring the robustness of the recognition methods, the 
robustness of the three key node recognition methods is 
judged by deliberately attacking the network, deleting 
the three key nodes identified by the three key nodes in 
turn, and measuring the running state of the network 
after being attacked. After deleting the nodes in the to-
pological network according to the recognition results of 
each key node recognition method, the number of sub-
graph S after the failure of the network and the ratio of 
the size of the maximum connected subgraph G before 
and after the failure of the network are used to measure 
the running state of the topology network, so as to com-
pare the robustness of the applied key node recognition 
method. 

3.3. Simulation results and analysis 

The accuracy and sensitivity results of the three key 
node recognition methods for the experimental network 
identification are shown in table 1, and the data in the 
table are processed and analyzed. 

 
Table 1. Comparison of recognition accuracy and sensitivity of key node recognition methods 

Key node identification method GAMA net- Usair97 network Football network Yeast protein action 
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work network 

Method of this paper Accuracy rate 96.2 98.3 96.6 97.5 
Sensitivity 94.2 94.3 94.1 94.3 

The method based on infor-
mation entropy 

Accuracy rate 77.3 78.5 77.4 77.9 
Sensitivity 75.3 75.7 75.4 75.3 

Recognition based on degree 
centrality algorithm 

Accuracy rate 91.8 91.6 90.7 90.1 
Sensitivity 91.4 90.5 91.2 89.5 

 
As can be seen from the above table, the accuracy and 
sensitivity of the key node recognition method studied in 
this paper are much higher than the two traditional me-
thods in the recognition of the four experimental net-
works. The average recognition accuracy and sensitivity 
of the three key node recognition methods in this expe-
riment were calculated. The average recognition accura-
cy of this method was 97.15%, and the average recogni-
tion sensitivity was 94.23%. The recognition method 
based on information entropy has an average recognition 
accuracy of 77.78% and an average recognition sensitiv-
ity of 75.43%. The average recognition accuracy and 

sensitivity of the algorithm based on degree centrality 
were 91.05% and 90.65% respectively. According to the 
above data, the key node identification method based on 
clustering coefficient is more accurate in identifying the 
key nodes. 
In the yeast protein action network, the robustness of the 
three key node recognition methods was verified. The 
effect of removing the corresponding key nodes on the 
network operation state after the application of the three 
key node recognition methods. The relationship between 
the curves in the figure is analyzed and the final experi-
mental conclusion is drawn as show in Figure 1. 
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(a)The effect of removing nodes on the metric G
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Figure 1. Shows the impact of removing nodes on network metrics 

 
It can be seen from the change trend of G that the me-
thod proposed in this paper, the recognition method 
based on information entropy and the recognition me-
thod based on degree centrality algorithm can all cause 
the drop of G, but the method proposed in this paper can 
cause a larger drop of G. It can be seen from the change 
trend of S that the method proposed in this paper, the 
recognition method based on information entropy and 
the recognition method based on degree centrality algo-
rithm can all cause the rise of S, but the method pro-
posed in this paper can cause a more substantial rise of S. 
Based on the above experimental results, it can be con-
cluded that deleting the key nodes identified by the pro-
posed method in this paper in turn can cause a greater 
drop in G and a greater rise in S. Thus, it can be con-

cluded that the efficiency of the proposed method in 
identifying key nodes is higher than that of the identifi-
cation method based on information entropy and the 
identification method based on degree centrality algo-
rithm. 
To sum up, the clustering coefficient based recognition 
method in this paper has high accuracy and sensitivity 
and better application effect, so it can be applied to the 
recognition of key nodes in topological networks. 

4. Conclusion 
In this paper, the key node identification method based 
on clustering coefficient in topological network is stu-
died. Through the comparison experiment with two 
commonly used key node identification methods, it is 
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verified that the identification method studied in this 
paper is superior to the two methods compared in each 
index. At the same time, the method in this paper also 
has some shortcomings. Other algorithms need to be 
integrated to improve the recognition rate of the recogni-
tion method. 
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