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Abstract: The sensitive information test of communication equipment is of great significance to ensure the 
normal production of machinery. The traditional sensitive information test methods have defects in hardware, 
which lead to the problems of high delay and small amount of maximum information concurrency. In view of 
the above problems, an automatic test system for real-time sensitive information of large mechanical and elec-
tronic communication equipment is designed. Based on the traditional system, RF receiver nRF24L01 and 
TMS320 are designed to realize the function of communication information acquisition. On the basis of de-
signing the improved hardware part of the system, design the software part of the system. Fourier transform 
and correlation analysis are carried out on the signals collected and processed by hardware to separate the 
non-discrete information sequence. Clustering algorithm is used to cluster the separated information sets, 
identify sensitive information, realize automatic test of real-time sensitive information, and complete the de-
sign of automatic test system for real-time sensitive information of large electromechanical communication 
equipment. By comparing with the traditional sensitive information testing system, it is proved that the de-
signed automatic testing system has short delay, can bear more information concurrency and better perfor-
mance. 
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1. Introduction 
Large machinery is the main tool in industrial production 
and manufacturing, which is of great significance to the 
development of related industries. Large mechanical 
structure is more complex, the use of a variety of elec-
tronic communication equipment to assist. However, the 
development of science and technology has brought hid-
den trouble to the communication security of electronic 
communication equipment. Criminals will obtain sensi-
tive information in the communication information of 
large mechanical and electronic communication equip-
ment through relevant technical means, and obtain bene-
fits or disrupt the production and construction process 
through various ways such as selling, tampering and 
chaos, thus bringing huge economic losses to the ma-
chine users [1]. Therefore, it is necessary to use the sensi-
tive information test system of electronic communication 
equipment with better performance to test the sensitive 
information of electronic communication equipment in 
real time. 
The basic hardware performance of traditional sensitive 
information testing system is poor, which leads to the 

delay of information data transmission. Some use the 
principle of vector correlation degree to identify sensitive 
information with large errors, which eventually leads to 
poor test accuracy, long delay and poor test effect of the 
traditional real-time sensitive information test system for 
electronic communication equipment [2]. The application 
of automation test principle to design the test system can 
save the labor input to a certain extent without affecting 
the work of large machines. Based on the above analysis, 
this paper will design a real-time sensitive information 
automation test system for large electromechanical com-
munication equipment. The following is the specific de-
sign content. 

2. Hardware Design of Automatic Test Sys-
tem For Real-Time Sensitive Information of 
Large Mechanical and Electronic Commu-
nication Equipment 
The main function of the hardware part of the automatic 
test system for real-time sensitive information of large 
electromechanical communication equipment designed in 
this paper is to collect the communication information 
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between the electronic communication equipment and 
transmit the collected information to the software part of 
the system for subsequent processing. The transmission 
delay of hardware system is the physical basis of the 
whole automation test system. Therefore, the hardware 
part of this system is designed on the basis of the hard-
ware part of the traditional real-time sensitive informa-
tion automation test system. 
In this paper, RF receiver nRF24L01 and TMS320 are 
used to collect the communication information. The RF 
receiver chip is controlled by TMS320 to collect the in-
formation of large mechatronic communication equip-
ment. The following is a partial physical picture of the 
system hardware. 
 

 
Figure 1. A partial physical drawing of the system 

hardware 

The communication information between electronic 
communication devices is in the form of radio waves, the 
signal frequency is 2.5~3GHz, while the RF chip 
nRF24L01 operates at the frequency of 2.4~3.75GHz. 
When it is necessary to test the real-time communication 
information of large electromechanical communication 
equipment, the RF receiving chip will receive the com-
munication information in the form of wireless, and carry 
out the signal modulation and demodulation, power am-
plification, filtering and other preliminary processing in 
the chip, the signal will be transmitted to the software 
part of the system through the communication bus for 
further processing. The TMS320 chip controls the work-
ing mode by controlling the three pin states of the RF 
chip nRF24L01. The operating mode of the RF chip cor-
responding to different pin states is shown in the follow-
ing table [3]. 
 

Table 1. Working mode of RF chip nRF24L01 
nRF24L01 working mode PWR_UP CE CS 

Receiving mode 1 1 0 
Configuration mode 1 0 1 

Standby mode 1 0 0 
Shutdown mode 0 — — 

 

The RF chip transmits the received communication in-
formation to the TMS320 chip. The AD converter inside 
the TMS320 carries on the signal processing operation 
such as analog to digital conversion to the information 
signal. The DSP of TMS320 chip is connected with 
FLASH memory by the low 8-bit data bus of the chip to 
realize the reading of the system software program. 
When the automated test system is electrified or reset, the 
in-chip bootstrap program starts to query the status of the 
interrupt pin, thus controlling the program reading. DSP 
is connected with multiple rams, which can realize real-
time acquisition of communication information of a large 
number of electronic communication devices at the same 
time [4]. 
After TMS320 further processes the collected communi-
cation information, the information is transmitted to the 
computer through PCI bus. PCI bus has a clock frequen-
cy of 33MHz, a width of 32 bits, and a bandwidth range 
of 124MB/s to 275MB/s. Moreover, when PCI and the 
computer carry out information data transmission, the 
clock frequency of the computer CPU will not affect the 
clock frequency of the PCI bus, so as to realize instanta-
neous transmission of a large amount of data, and im-
prove the efficiency of the information automation test 
system [5]. The above is the hardware part of automation 
test system for real-time sensitive information of large-
scale mechatronic communication equipment. Based on 
the designed hardware part of the system, the software 
part of the system is designed to achieve the expected 
function of the system. 

3. Software Design of Automation Test Sys-
tem For Real-Time Sensitive Information of 
Large Electromechanical Communication 
Equipment 
3.1. Electronic communication equipment informa-
tion preprocessing 

In order not to affect the real-time communication of 
large electromechanical communication equipment, the 
sensitive information automatic test system needs to pre-
process the information data. Fourier transform is applied 
to the communication information of electronic commu-
nication equipment processed by hardware. If the length 
of the information sequence is N , the formula for the 
discrete Fourier transform of the information sequence in 
the time domain is as follows [6]. 
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In formula (1), ( )x n  is the information sequence of the 
electronic communication equipment in the time domain, 
f  is the frequency of the communication signal, and n  

is the number of sampling points. After the Fourier trans-
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form of the signal in time domain, the correlation analy-
sis method is used to separate the deterministic signal, 
that is, the non-sensitive information signal, from the 
transformed information sequence. 
For the discrete information sequence in the time domain, 
the correlation calculation formula is as follows [7-8]. 
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In formula (2), 0,1, 2, , 1i n m= + −K .When 0i <  or 
i n≥ , [ ] 0x i = ; When 0i >  or i m≤ , [ ] 0y i = . Ac-
cording to formula (2), the correlation value between the 
discrete information in the discrete information sequence 
is calculated, and the non-sensitive information in the 
communication information of the electronic communi-
cation equipment is separated according to the flow 
shown in the following figure. 
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Figure 2. Separates non-sensitive information 

The remaining information after being separated by cor-
relation function is composed of information data set. 
Clustering method is used to identify sensitive informa-
tion of information set and realize automatic test of real-
time sensitive information of electronic communication 
equipment. 

3.2. Sensitive information recognition test 

In this paper, the method of clustering is used to identify 
the real-time sensitive information of large electrome-
chanical communication equipment. The feature vector 
in the sample set is used as the cluster center of the clus-
tering algorithm. The feature extraction algorithm is used 
to extract the feature of the separated information set. In 
order to reduce the dimension of information feature vec-
tor in information set, as few feature vectors as possible 

are used to represent the feature of information. The ex-
tracted feature vectors are mapped into the feature vector 
space and the Euclidean distance between the feature 
vectors and the elements in the feature sample set of sen-
sitive information is calculated. The calculation formula 
of Euclidean distance is shown as follows [9]. 
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In formula (3), ( ),i jdist P Q  is the Euclidean distance 
between the feature vector and the elements in the feature 
sample set of sensitive information, iP  is the feature 
sample set of sensitive information, jQ  is the informa-
tion set to be recognized, ip  is the element in the feature 
sample set of sensitive information, and jq  is the infor-
mation to be recognized. The smaller the value of 

( ),i jdist P Q  is, the more features of sensitive informa-
tion are included in the information to be identified [10]. 
The clustering threshold is set according to the size of the 
sensitive information sample set, and the information to 
be recognized less than the threshold is clustered into the 
sensitive information cluster. The vectors in the sensitive 
information cluster are mapped back to the original space, 
and the corresponding sensitive information is output to 
complete the automatic test of real-time sensitive infor-
mation of electronic communication equipment. The 
above is the software part of the automated test system 
designed. So far, the design of automatic test system for 
real-time sensitive information of large mechanical and 
electronic communication equipment has been completed. 

4. Experiment 
In this paper, an automatic test system for real-time sen-
sitive information of large electromechanical communi-
cation equipment is designed. In order to test the perfor-
mance of the system, the following experimental contents 
are designed. 

4.1. Experiment content 

In order to make the experimental conclusion scientific 
and effective, this experiment is a comparative experi-
ment. The reference group of the experiment is the tradi-
tional automatic test system for sensitive information, 
and the experimental group is the automatic test system 
for real-time sensitive information of large electrome-
chanical communication equipment designed in this pa-
per. The experimental objects are 8 groups of large me-
chanical electronic communication equipment with two 
in a group. In order to ensure the authenticity and effec-
tiveness of the experimental data, the parameters of the 
two electronic communication equipment in each group 
are exactly the same. 
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The comparison index of the experiment is the system 
delay between the experimental group and the reference 
group in the test process and the maximum amount of 
concurrent information that the system can bear on the 
premise of ensuring the test accuracy. Prepare the expe-
rimental equipment and complete the performance com-
parison of the two systems according to the experimental 
procedures. 

4.2. Experiment preparation 

The electronic communication equipment used in the 
experiment was numbered according to the group, and 
the communication information set was prepared, into 
which different amounts of sensitive information were 
added. The experimental communication information is 
divided into 8 groups and labeled. The software part of 
the system of the experimental group and the reference 
group runs on two calculations with identical configura-
tions. The specific configuration of the computer is as 
follows: 

4.2.1. Hardware environment 

Computer CPU: Intel (R) Core (TM) i7-3975 @3.75GHz 
Memory (RAM): 8GB 
System type：64-bit operating system 
Graphics card：GTX1600 

4.2.2. Software environment 

Operating system: Windows 8.1 
Database: MySQL 5.5 
Experimental data processing software: MATLAB 2012a 
Before the experiment, the two systems in the experi-
mental group and the reference group were respectively 
run to ensure that the two systems could operate normal-
ly and have complete functions. After preparation for the 
experiment, follow the following experimental steps. 

4.3. Experimental steps 

After the test system can run normally, the experimental 
electronic communication equipment communicates ac-
cording to the set communication information set. Firstly, 
the delay of the system was tested. The systems in the 
experimental group and the reference group respectively 
tested the communication information between the elec-
tronic communication devices, and recorded the time 
difference between the two systems from the communi-
cation of the electronic communication devices to the test 
results of the system's output of sensitive information. 
This time difference is considered as the delay of the 
automated test system for sensitive information. Record 
the experimental data of system delay test, analyze and 
draw the corresponding experimental conclusion. 
Secondly, under the premise of ensuring the accuracy of 
the test system, the two systems can bear the maximum 
amount of concurrency. With the improvement of the test 

accuracy required by the two test systems, the maximum 
amount of concurrency that the two systems can with-
stand is tested. Record the maximum concurrent data and 
compare the advantages and disadvantages of the two 
systems. 

4.4. Experimental results 

The delay comparison results of the automated test sys-
tem of the experimental group and the reference group 
are shown in the following figure. The relationship be-
tween the curves in the figure is analyzed and the corres-
ponding conclusion is drawn. 
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Figure 3. System delay comparison results 

According to the above figure, when testing the real-time 
sensitive information of electronic communication 
equipment of different groups, the time difference be-
tween the test result output of the system of the experi-
mental group and the start of communication is much 
smaller than that of the reference group, that is, the delay 
of the system of the experimental group is much smaller 
than that of the system of the reference group. It indicates 
that compared with the reference group system, the expe-
rimental group system can quickly output the sensitive 
information test results in a shorter time. 
On the premise of ensuring the test accuracy of the auto-
mated test system in the experimental group and the ref-
erence group, the comparison results of the maximum 
concurrent amount of information data that can be carried 
by the two systems are shown in the following table. 
 
Table 2. Comparison results of maximum concurrent load 

carried by the system 
Test accuracy 

/% 
Experimental group 

/dB 
Reference group 

/dB 
70 3472 2339 
75 2911 2301 
80 2883 2211 
85 2736 1968 
90 2585 1686 
91 2321 1443 
92 2221 1152 
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93 2099 1124 
94 2012 992 
95 1709 962 

 
It can be seen from the above table that with the increas-
ing of the test accuracy requirements of the automated 
test system, the maximum concurrency amount that the 
two systems can bear on the whole shows a certain 
downward trend. However, when the required test accu-
racy was between 70 and 85%, there was no significant 
change in the maximum amount of concurrency that the 
system of the experimental group could bear, while when 
the test accuracy of the reference group was close to 85%, 
there was a downward trend. When the required test ac-
curacy of the system is greater than 85%, the maximum 
amount of concurrency that the reference group system 
can bear begins to decrease, and with the increase of the 
test accuracy, the rate of decrease of the amount of con-
currency increases. Although the maximum amount of 
concurrency that the experimental system can bear is also 
decreasing, the rate of decrease is far less than that of the 
reference system. It shows that the experimental group 
system can test more sensitive information on the pre-
mise of ensuring test accuracy, that is, the experimental 
group system performance is more stable. 
To sum up, compared with the traditional automatic test 
system for sensitive information, the automatic test sys-
tem for real-time sensitive information of large mechani-
cal and electronic communication equipment designed in 
this paper can reduce the system delay and carry more 
concurrent information, thus improving the performance. 

5. Conclusion 
Electronic communication equipment of the importance 
of sensitive information from test to guarantee communi-
cation security, aiming at the problems existing in the 
traditional sensitive information, this paper designed a 

large mechanical electronic communication equipment 
real-time sensitive information automation system, 
through the comparative experiments with traditional 
automated test system, proved in this paper, the design of 
the system's performance is superior. 
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