
HK.NCCP                                         International Journal of Intelligent Information and Management Science 
                                                                   ISSN: 2307-0692                                       Volume 4, Issue 5, October 2015 

Discussion on Existing problems and 
Countermeasures of Cyber-security-

insurance 
Jianqiang GU 

School of Economics and Management, Southeast University, Nanjing, CHINA 
 

Abstract: Hackers can continue to find new vulnerabilities in information system, so the current rely solely 
on technology cannot completely eliminate the information system security risk. One new tool is the use of 
recently developed cyber-security-insurance to hedge its potential losses from cyber crime and shift risks of 
information security. This paper discusses the existing problems of the cyber-security-insurance and gives 
some relative countermeasures to solve these problems. 
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1. Introduction 
Internet and information systems plays an increasingly 
important role in the business, but hackers can continue 
to find new vulnerabilities in information systems. Intru-
sions can have obviously catastrophic results to a compa-
ny, damaging its reputation and business, causing a loss 
of customers and market share. To reduce the probability 
of risk, many organizations invests in defence technolo-
gies, such as antivirus, firewall and intrusion detection 
technique. However, the current rely solely on technolo-
gy cannot completely achieve a perfect protection and 
eliminate the information system security risk. A widely 
used way to eliminate the residual risk is through insur-
ance. Cyber-security-insurance is a risk management tool 
by which information security risk are transferred to the 
commercial insurance companies and it is designed to 
mitigate losses from a variety of cyber incidents, includ-
ing data breaches, business interruption, and network 
damage. With cyber-security-insurance, firms can bal-
ance their expenditures between investing in security 
protections and keeping away from the enormous risks. 
Having a right insurance coverage for the residual risk 
that enables a company to deal effectively with informa-
tion security accidents and give an company some real 
competitive advantages. 
There are many insurance companys offering cyber-
security-insurance contracts, may offer coverages such as 
privacy and security liability, computer forensics investi-
gation, hacker damage costs and cyber extortion. Survey 
by authoritative organisations report that cyber-security-
insurance generates approximately $500 million in pre-
miums and the market is growing at a steady rate of 10% 
to 25% annually with midsized and smaller companies 
making up a larger segment of customers. Despite the 

benefits of cyber-security-insurance, the market for cy-
ber-security-insurance is also face with some significant 
challenges and development issues. 

2. Existing Problems of Cyber-security-
insurance 
Accepted reasons for the developmental disorder of the 
cyber-security-insurance market are industry inexpe-
rience(scant empirical data), information asymmetries 
and interdependency of information security risks. 

2.1. Industry Inexperience 

Pricing of cyber-security-insurance products must rely on 
the massive historical data. However, cyber-security-
insurance is a relatively new field, particular insurance 
risks assess and insurance premium calculation are based 
solely on models because of a lack of available data. 
Lack of data also makes cyber-security-insurance prod-
ucts appear less desirable to companies, while simulta-
neously increasing the price of cyber-security-insurance 
products. Such a trend is extremely detrimental to the 
future viability  and long-range development of the in-
formation security industry. 

2.2. Information Asymmetries 

Cyber-security-insurance as a kind of new insurance 
mode, has not only the characteristics of general insur-
ance ,but also its unique aspects. For example, Invest-
ment in hardware and personnel of the client can be ob-
served by the insurance company. However, for the rea-
sons of asymmetric information, the efforts of the client 
can't fully observation and supervision for the insurance 
company. Under the premise of minimizing the invest-
ment costs, the client maybe reduce their efforts in in-
formation security, this is the classic moral hazard prob-
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lem. On the other hand, the output of information securi-
ty has a certain randomness which lead both organization 
can not evaluate security result perfectly. It is perfectly 
possible that some security events can be observed on 
both sides; Some security events cannot be observed on 
both sides; some security events can only be observed 
unilaterally. Another feature is that responsibility is diffi-
cult to clear, this is mainly due to the incompleteness of 
contract, or removing evidence by the hacker. The in-
sured may act in a more insecure manner by investing in 
less security after the acquisition of insurance because 
they now know that the insurer will bear the loss. 

2.3. Interdependent Security 

Given the increased interconnectivity by electronic data 
interchange (EDI) and the more recent vendor managed 
inventory (VMI) program, the security of one firm may 
depend on not only the security measures taken by itself 
but also the security measures taken by other firms. The 
hacker who has penetrated one firm’s network may steal 
sensitive data about the partners or penetrate the con-
nected firms via the trust connections relatively easily. 
Because of the network externalities of security invest-
ments, self-interested firms often invest at a level lower 
than the social optimal level. As the number of 
firms/organizations gets large, increasing marginal cost 
among individual firms also makes it harder to mount a 
coordinated policy response to increased risk that it will 
be contaminated by other unprotected firms. This makes 
the scope of security risk is difficult to be determined and 
increases the possibility of themselves suffering a de-
structive blow by multiple claims occurring at once. The 
propagation of computer viruses maybe cause "cyber-
hurricane‟– a major disaster resulting in great number of 
claims, which makes it difficult for insurance companies 
to spread the risk across its customers. It is represent an 
uncertain risk of very large losses, and as such are very 
difficult for insurers to withstand. 

3. Countermeasures 
Taking about problems emerging in the rapid develop-
ment of cyber-security-insurance industry, we put for-
ward some suggestions and measures as follows. 

3.1. Gain Experience 

It’s an obvious but true statement that cyber-security-
insurance is advancing at a rapid pace, probably more 
rapidly than at any other time. This is the golden oppor-
tunity for insurance companies to accumulate a large 
amount of historical data, the business process is just the 
process of collecting and accumulating historical data, 
clients’ security information and market data. At present, 
information system has been established in almost every 
company, it is mainly used for dealing with daily work 
data, which lead to the accumulation of the enormous 

history data. Based on the enormous history data, insur-
ance companies can analyze and find out the actuarial 
tables to conduct their business. 

3.2. Contract Design 

In some cases, different risk allocation means are pro-
vided in different contract conditions, which can lead 
customers to take appropriate responsibility to protect 
itself, resulting in more secure of the network. There are 
two ways to design contract. One way is to design differ-
ent contracts for different risk types, relying on the 
agents’ incentives to self-protect. Here, self-protect refers 
to protect themselves by technical measures of informa-
tion security body (firewall technology, encryption tech-
nology, VPN, anti-virus software, etc.) to ensure that the 
information system security. That is, for the customers 
whose self-protect is lower than a critical level, the insur-
er may offer a high premium; for the customers whose 
self-protect is greater than a critical level, it may offer a 
low premium. Another way is to restrict insurance cover-
age,e.g. by requiring a deductible in the insurance policy. 
With a deductible, each individual has to bear part of 
their own loss and is likely to have more of an incentive 
to investment in self-protection. 

3.3. Government Subsidies 

Because of the influence of the infectious risk, this risk 
interdependent of information system security on the 
internet causes a negative externality that results in un-
der-investment in self-protection relative to the socially 
efficient level by ignoring marginal external costs or 
benefits conferred on others. Mandatory safety standards 
maybe an effective way, but such a requirement appears 
practically difficult to implement. So the government 
should subsidise all or part of the enterprise, make the 
marginal private benefit is equal to the society as a whole, 
inducing firms to internalize the risk correlation effects 
and to adopt the socially optimal self-protection strategy. 
Government subsidies can be divided into two kinds, one 
is direct subsidies, through paying immediate cash to the 
companies, the second is indirect financing, including tax, 
technical guidance and other policies. 

3.4. Reinsurance  

Consider an effective approach aimed at controlling and 
reducing the fear of a "cyber-hurricane” among insurers, 
the government and relevant departments can increase 
the supply of cyber-insurance by providing reinsurance 
to cyber-security-insurance companies. Reinsurance re-
fers to insurance purchased by an insurer, which is insur-
ance for losses associated with natural disasters, such as 
hurricanes, earthquakes, and floods, which can also be 
applied to the fields of information security. This would 
increase the adoption of cyber-insurance by reducing 
prices, with price reduction caused both by decreased 
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supply cost and increased competition in the cyber-
insurance market and will solve the most important prob-
lem with the cyber-insurance market, the fear of a “cy-
ber-hurricane”. Another approach is to offer a tax deduc-
tion to encourage insurers to increase the capital reserves 
used to pay out cyber-security-insurance claims. 

3.5. Collaborate with MSSP 

Outsourcing selected managed security services (MSS) 
by forming a partnership with a Managed Security Ser-
vice Provider (MSSP) is often a good solution for man-
aging information security risks. MSSP can leverage 
economies of scale by assembling skilled security profes-
sionals and have insight into security situations based on 
extensive experience, dealing with hundreds or thousands 
of potentially threatening situations every day.MSSP can 
help the insurance companies to overcome the informa-
tion asymmetries through collection of operational in-
formation and to improve efficiency in enforcing the 
related requirements in contracts between the two organi-
zations. 

4. Conclusion 
Managing information security risks is challenging to 
many firms. The appearance of cyber-security-insurance 
brought a new tool for the firms to transfer the security 
risks to a third party. However, the advent of cyber-
security-insurance also brings many challengs that re-
quire our urgent attention, including industry inexpe-
rience(scant empirical data), information asymmetries 

and interdependency of information security risks. On 
how to solve the above developmental disorders, we 
present a range of solutions and measures, which con-
cerns both the efficiency and the feasibility. 
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