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Abstract: In order to solve the trust problem between nodes in P2P network, it proposes the P2P network 

trust model Super Trust based on super-peer. In Super Trust, for the trust calculation of ordinary nodes within 

the same group, it uses the local trust information of the node and the recommendation trust information of 

owning group to determine the trust value of the target node. The trust evaluation of super node uses the glob-

al trust way of the super node within the group computational nodes. Also it puts forward noisy feedback in-

formation filtering algorithm to filter the false or unjust evaluation which provided by malicious node. Expe-

rimental results show that: This model overcomes some of the limitations of existing models, which can effec-

tively deal with malicious attacks, slander, fraud, conspiracy. 
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1. Introduction 

In recent years, the rapid application development of P2P 

networks has become one of the important technologies 

of affecting the future development of the Internet. The 

distributed architecture of P2P made it has good scala-

bility and flexibility, but its open, anonymous and self-

organizing properties provide a way for the spread of 

viruses and junk data, and the safety problems caused 

widespread concern. Blaze, who for the first time the 

concept of "trust management", the introduction of net-

work services in 1996 [1]. Subsequently, researchers P2P 

network based on trust management model has been ex-

tensively studied. 

Depending on the structure of the current P2P networks, 

trust models into a centralized trust model and distributed 

trust model. Centralized trust model is equipped with a 

central server which is responsible for managing the trust 

of all the nodes, such as PKI-based trust model [2]. Dis-

tributed Trust Model has no central server, to determine 

the trust of nodes evaluated by collecting trust other 

nodes on the target node. Distributed trust model was 

classified into global trust model and local trust model in 

accordance with the trust's search. Processing to obtain 

global trust model need to find a trusted node in the net-

work of all transactions with the target node over node 

testimony [3]. The commonly used methods are iterative 

and feedback entire network. Iterative algorithm iterative 

global trust value of each node in the network updated 

until the trust values of all nodes to stabilize based on the 

trading results over time. The more famous algorithm 

had early Eigen Rep algorithm model, and model the 

dynamic Peer Trust TVM algorithm. Convergence of the 

algorithm and iterative overhead in large-scale network, 

it has been a major factor restricting the development of 

this model [4]. After the model-based feedback of each 

transaction, the transaction client node evaluations will 

feedback directly to the service node. Typical algorithms 

have TBRM algorithms and dynamic models Peer Trust 

PSM algorithm. When this method of calculating the 

trust is less overhead, the larger scope of malicious attack 

was being dishonest feedback. How to distinguish be-

tween honest and dishonest feedback has been facing 

challenges such models. 

The characteristics of global trust model is that, the sys-

tem will compute a global trust value for the node base 

on the historical acts of upload files in each node, and 

request node to select download source base on global 

trust values. As global trust model ignores the private 

characteristics of trust, for a particular node, the trust of 

other nodes to him are the same values. Therefore, in the 

large-scale P2P network, whether it is necessary to calcu-

late the global trust value of each node remains to be 

further studied. 

In dynamic adaptive capacity of enhancing trust model, 

Lee proposed a fully distributed way to store reputation 

information of a user's. Different with other trusted sys-

tem, in the NICE system, the trust information stored in 

node i  is the satisfied feedback to the provided services 

from other nodes, so the nodes have motivated stored 

trust information [5-7]. In the local trust model based on 

sharing information, the getting of sharing information 

generally request for flooding trust from other nodes, 

such as XREP, in large-scale P2P network has poor sca-

lability. Furthermore, such local trust model based on 

sharing information is not suitable for the local part of a 

distributed P2P network. 

2. The P2P Trust Model 
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There are four P2P trust model, a trust model is based on 

super nodes. These models are based mainly on a small 

number of super nodes in the network to obtain the trust 

value, such as the common PKI-based trust model. In 

such models, there are a small number of central node is 

responsible for overseeing the entire network, the legality 

of the notice of violation nodes periodically, the central 

node of the certificates issued by CA to be guaranteed, as 

long as the individual holding the CA that issued the cer-

tificate is considered to be letter. The second is the rec-

ommended model based on trust, the trust of the value of 

the trust model based on recommendation is mainly 

based on the node to other nodes on the transaction eval-

uation, in 2003 Kamvar made famous Eigen-Rep global 

trust model, which is based on transaction history node 

trust local, consider recommendation trust relationship 

between nodes, calculate unique global trust value for 

each node in the network through an iterative degree of 

mutual trust between neighbors.  

In Super Trust, it makes all nodes in the group as a unit 

to be divided, and each group has only one super-node. 

Simplicity, Super Trust assume that, each node (if not 

specifically stated herein "node" refers to common node) 

belongs to only one group (for a node belonging to a plu-

rality of groups which can be seen as the node in each 

group there are different identities). Figure 1 is the P2P 

network structure with a super node, the figure shows the 

four connections between groups, pS  represents super 

node. The figure shows three kinds of trust type, in the 

group 
1s , setting the relationship between super node 

1pS  and node 
2p , and the relationship between 

2p  and 

3p  as direct trust relationship, and setting the relation-

ship between 1pS  and 
3p  as the recommended trust 

relationship. The relationship between 
2p  and 

4p  

represents the trust relationship between the ordinary 

nodes in different groups, meanwhile, we characterized 

the trust relationship between the super nodes 1pS  and 

3pS . 
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Figure 1. The P2P network structure with super nodes 

The basic idea of Super Trust is that, the nodes establish 

local trust relationship to target node according to the 

transaction. If the target node (for example, 
3p ) is in the 

same group, the node (
2p ) will store the transactions of 

the target node in the local. If the target node (such as
4p ) 

is in other groups, then the node (
2p ) will feedback the 

outcome of the transaction to its super-group node (SP1). 

The super node 1pS  establishes the trust relationship of 

super node 2pS  in the group of node 
4p according to the 

feedback of node 
2p . When the node assesses the trust 

value of other node within the same group, it will calcu-

late the trust value of the node in accordance with the 

group's reputation-based trust mechanism. The trust val-

ue of super nodes is calculated by the global trust in the 

group with all of its nodes. In the following, it first de-

scribes the calculating way of trust between nodes within 

the same group. 

2.1. Trust calculating of nodes within the same group 

First, it studies the trust computational problems of ordi-

nary nodes in the same group. In Super Trust, the nodes 

trust calculation is carrying out based on the trust com-

puter system of reputation. To this end, we first give the 

definition of local trust. 

Definition 1 If the node 
td  and 

hd  transacts 
jd  times 

throughout the trading period, the local trust (directed 

trust) of node 
td  to 

jd  is: 

1

( ) ( ( ))
N

i

i

d t f d t


                     (1) 

Where Satmj expresses the number of transactions with 

satisfaction, UnSatmj expresses the number of transac-

tions with dissatisfaction. We require that if there is no 

interaction history between both of them, the local trust is 

0. 

1) Credibility 

Partial trust is only the limited trust relationships between 

two nodes after the directly transaction, it is insufficient 

to fully but accurately evaluate a node. The trust mechan-

ism based on reputation is proved to be a good reflection 

of trust relationship between nodes in P2P networks. Be-

cause we are creating a group in accordance with similar 

hobbies and aggregation nodes, then the node interaction 

within the same group is more frequent than the node 

interaction in ordinary network topology, so it can quick-

ly establish credibility, which can effectively evaluate a 

node relying on the credibility. 

There are various methods of calculating the node credi-

bility. We propose a method of evaluating recommended 

node trust information by using credibility. 

Definition 2 the credibility of Node m means the trust 

level of node i  to the recommended information which 

expressed by Crim. Credibility has two main characteris-

tics: dynamics and private characteristics. Dynamic 

change refers to that, the credits changes with the in-

creasing of evaluated times of other nodes provided by 

node m to node i , the private characterize means the 
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reliability of node i  is proprietary and not shared for the 

evaluation of the other nodes. 

Node i pooled the trust information of recommended 

nodes which can be obtained credibility node j. Credibili-

ty is the subjective assessment of the cumulative interac-

tion fact of all nodes interacted with node j which reflects 

the quality conditions of a long historical behavior of j . 

In Super Trust, we use the requesting node i  to weight-

ing its recommendation information through the credi-

bility of all recommended nodes, it was evaluated reputa-

tion value of node j  after synthesis. Therefore, the cre-

dibility of j which calculated by node i is: 

( )

( )

yj im

yij

m I j im

m I j

B ar
B

ar



 


                         (2) 

Where, 
yijB is the credibility of node j  after aggregating 

recommended information by node i , yjB  is the partial 

trust from node m to node j , 
imar  is the credibility from 

node i  to recommended node m, I(j) is the recommend-

ed collection of node j . From (2) it can be seen that, the 

node i gives a higher weight to local evaluation of nodes 

with a high reliability. 

2) Calculation of Reliability 

In Super Trust, it requests the node to locally evaluate the 

recommended node according to the credibility of the 

recommended nodes. Specifically: after the node i  cal-

culated the credibility of node j , the recommendation of 

node m is judged as follows: if the evaluation provided 

by the node is the same as the comprehensive evaluation 

of other nodes (i.e., degree of credibility j ) to a certain 

extent consistent, which is considered to be correct, then 

its reliability on the basis of the increase in the original. If 

the given evaluation is inconsistent with the comprehen-

sive evaluation of other nodes, then its credibility will be 

reduced based on the original, which then will be on the 

recommendation of the credibility of the evaluators have 

a weakening effect. 

Wherein, the parameter 0 1    , k is an integer as 

the credibility of node i  to node m after thL recom-

mended. The meaning of formula (5) is that, when the 

degree of local trust of recommended node m to eva-

luated node j and the credibility of node j  is less than 

the average deviation of the feedback information pro-

vided by all recommended nodes. It is considered the 

recommendation is credible, the credibility is updated on 

the basis of the original has a smaller amplitude increase 

(specific amplitude  (1) (1-RTDim)). Conversely, if the 

degree of approximation between the two nodes is great-

er than all the recommended feedback information pro-

vided by the average deviation, then the recommendation 

is credible, credibility is based on the original with a 

more substantial decline, and we assuming the initial 

node as recommended credibility of 0.6. 

3) Calculation of Node Trust 

First, it gives the calculation methods of trust between 

ordinary nodes within the same group. We have the trust 

between ordinary nodes within the same group: 

= (1 )Reij ij ijTr R                        (3) 

Where   is a direct trust confidence factor,   values and 

interaction related to the number, the more the number of 

interactions larger the value of  , 0 1  . We can 

take /h HLmt  , where h is the node i and node j , the 

number of interactions between, 
mtHL  to set the thre-

shold number of interactions herein value is 20. 

2.2. Trust calculation of super nodes 

In Super Trust, we assume that the initial network joining 

the P2P network nodes are trusted in the initial stage, 

which can be used as super-node, because as a whole 

P2P network builder and the original user, there is no 

ulterior motive to destroy this network. Meanwhile, we 

entrust super node the following functions: involved in 

the transaction, to safeguard their trading results; main-

tenance group's node management; in addition, super-

node also stores the trust information across the node 

group transactions. 

The trust from the node to super node of the group is 

changing. In Super Trust, the trust calculation of the node 

to super node is in accordance with global trust calcula-

tion, that 

( )

( )
i

i

i ik KSP

k I G

Trsp R R


                       (4) 

Where 
iTrsp expressed the trust of super node 

isp , 

 iI G  is a collection of nodes within the group 
isp , 

ikR  

represents the partial trust of node i . 

Thus, to the entire group at a certain moment, the trust of 

super node is unique, rather than a specific evaluation 

node itself. Because trust is determined by the interaction 

result and affected by that, after a certain period of time, 

there are changes in the node trust. Thus, the entire group 

of nodes can periodically participate in the assess of the 

trust. The super nodes which falls below a certain thre-

shold can be replaced with the backup super node replace 

this super-node, so you can avoid malicious nodes ca-

mouflage identity spoofing. The selection of backup su-

per node is decided based on the stability and overall 

performance of all members. 

For the new added ordinary node, we require full trust at 

the beginning of the super node within the group, with 

the deepening of their interaction, and gradually adjust to 

this super node trust relationship. Thus, in Super Trust, 

the degree trust of node i to super node 
isp  is, 
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                    (5) 

Where n is the number of transactions, θ range changes 

as follows: 
| |

1 (1 ) | |ISPi

i

R s

ISPR s
                    (6) 

In the above equation,    is a constant and 0 1  , 

iISPR  is the direct trust of node i to super node 
isp , s is 

the trust evaluation standard deviation of the set of nodes 

to super node. In the simulation,  1 1 . i i sR sp     . 

The trust between super node 
isp  and 

jsp  is established 

rely on the overall trust evaluation of nodes in 
isp  group 

to 
jsp  group. The definition is as follows. 

When 0
i jG G j iSat UNTrsp sp  , if there is trust path be-

tween 
isp  and 

jsp , then it will calculate the recom-

mended trust 
j iTrsp sp  of 

isp  to 
jsp  in accordance with 

the principle of the strongest path. 

The trust j iTrsp sp of super node 
isp  to 

jsp  stored in the 

local cache 
isp  (also the preservation of the local inter-

group transactions), and has obvious timeliness, because 

j iTrsp sp  group nodes based on changes in the number of 

transactions, as long as the change in the number of 

transactions, the j iTrsp sp  of certain changes; and accord-

ing to formula (10) to be updated. 

For the trust path between super node 
isp  and 

jsp , the 

strongest trust path means the trust path from the most 

trusted group in 
isp  to 

jsp . Making the smallest trust on 

the path to be the recommended trust which the trust path 

identified
isp , then the j iTrsp sp  will be the strongest 

recommended trust. If there are many strongest trust 

paths, then the j iTrsp sp  will be the average of the rec-

ommended trust. As shown in figure 2, there are two 

strongest trust paths from group A to group B, i.e. 

“A>G>D>B” and “A>F>H->B”. The recommended trust 

respectively is 0.4 and 0.2, so, the trust j iTrsp sp  between 

groups A to B is 0.4 . 
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Figure 2. Example Figure of the Strongest Trust Path 

2.3. Trust calculation between nodes 

Making 
ijTr  be the trust of node i  to node j , if i  and j  

belong to the same group, then calculates 
ijTr based on 

formula (6). No matter the node i  is an ordinary node or 

a super node, since super node participate in the business 

as the other nodes, so it is also a node of the group. 

If i and j don’t belong to the same group, then we will 

make the trust 
ijTr of node i  to node j  be: 

 min , ,ij i i j jTr Trisp Trsp sp Trsp j               (7) 

It is the smallest value among the three. Where, 
jTrsp  is 

the trust of super node 
jsp  which in the same group as 

node j  to super node j . As known from the above defi-

nitions, the trust range is [-1, 1]. Making 0 as the cutoff 

point, the greater the trust value of the node is, the more 

trustworthy it will be. The smaller the value is, the more 

credible the node is. 

3. Experimental Simulation and Analysis 

3.1. Experimental environment and setting 

In order to compare with PD Trust, the simulation net-

work uses some of the distributed structure. In Super 

Trust and RB Trust systems, nodes can save 10 local 

trust information of nodes, the node or group of trust 

request message sent TTL of five. In the simulation, as-

suming that each file system has been own by at least a 

cooperative node. 

Our network environment of simulation is: a total of 

1000 nodes, wherein the proportion of malicious nodes is 

[0.2 ~ 0.6], the number of groups is 20, nodes are ran-

domly distributed to each group, and the number of each 

group of neighbors is 3 to 5. Better kinds of malicious 

nodes and good nodes are 100% in active state, and send 

file requests at a 100% active state. Assuming a simple 

ratio of 40% malicious nodes provide credible documents, 

conspiracy to internal node, 100% to provide credible 

documents, 100% of external un-trusted file number is 

10000, the file type is 100, and the file is uniformly dis-

tributed on each node. The simulation period is 100, the 

simulation times are 3, and the results of simulation are 

average values. Also, assuming that the system can suc-

cessfully locate all files, and each file of the system is 

owned by at least one good node. Other parameters are 

shown as Table 1. 

 
Table 1. Simulation parameters 

Parameters Value 


 

0.3 


 

0.9 

  0.7 

  5 
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First, the simulation experiments detect the anti-attack 

model. we compared the transaction situation (The suc-

cessful Transaction Rate, STR) of the three trust mechan-

ism of Super-Trust, PD Trust and RB Trust under the 

four kinds scenes of SM, DM, CM and CF. The success-

ful transaction rate STR is the proportion of the number 

of successful trading throughout the all transactions in 

the network. The successful trading refers to the request-

ing node accurately downloaded from the response to the 

desired file; otherwise it will be a failure transaction. 

3.2. Anti-attack Capability 

1) Simple malicious nodes (SM) 

To the simulation, we assume that the cooperation node 

provide a credible probability of documents to 0.98, so 

when the system does not have malicious node, the 

node's successful request for cooperation was 0 .98. It 

knows from Figure 3, when the malicious nodes provide 

only un-trusted files, Super Trust and PD Trust can effec-

tively identify malicious nodes in small proportion of 

malicious nodes, so the success of co-operative nodes 

transaction rate decreases slowly as the increase in the 

proportion of malicious nodes. But with the increase of 

the proportion of malicious nodes, the Super -Trust sys-

tem performance indicates a significant advantage. The 

RB Trust system success rate of requests significantly 

reduce with the increase proportion of malicious nodes, 

which is because in the RB Trust system, the node in-

formation or the use of local trusted friends and their 

friend's recommendation to determine the value of the 

given node's trust. And therefore cannot trust effective 

access to information for all nodes. Additionally, in our 

simulation, cooperative nodes may provide un-trusted 

files because of an error, while malicious nodes in order 

hide its malicious behavior and provide credible docu-

ments with a certain probability, therefore, in RB Trust, 

nodes may incorrectly assess the credibility of the other 

nodes, resulting in successful transaction rate. 
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Figure 3. Comparison of successful transaction rate under 

SM 

Figure 4 is the rate changes with the successful transac-

tion of the three types of system simulation cycle of Su-

per Trust, PD Trust and RB Trust in the proportion of 

malicious nodes 0.6. It can be seen, Super-Trust optimal 

system performance, PD Trust second, RB Trust worst, 

these show the strong ability to resist attacks of malicious 

nodes of Super Trust. 
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Figure 4. Changes of successful transaction rate with the 

period 

2) Slander Node (DM) 

Figure 5 is the comparison of successful transaction rate 

of the three systems of Super Trust, PD Trust and RB 

Trust under the attack of malicious slander node. 
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Figure 5. The comparison of successful transaction under 

DM 

As can be seen from Figure 5, when the proportion of 

malicious nodes in system is small, the system successful 

transaction rate of three mechanisms has little difference, 

But with the increase in the proportion of malicious 

nodes, the Super Trust system performance indicates a 

significant advantage, which because we propose feed-

back filtering algorithm to filter out the cooperative node 

slander published injustice information, so Super Trust 

can effectively identify slander node, leaving most of the 

attacks ineffective, so when the proportion of malicious 

nodes reaches 0.6, it also has a higher successful transac-

tion rate. The successful trading rate of RB Trust system 

decrease rapidly with an increase in the proportion of 

malicious nodes slander, this is because when there are 

many slander nodes, the untrue and misleading informa-

tion of recommended information becomes available, the 

system can not effectively distinguish these information, 
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the node trust judgment error is large, and therefore can 

not effectively choose to download the source resulting 

in successful transaction rate. 

Figure 6 is the changes of the three systems successful 

transaction rate of Super Trust, PD Trust and RB Trust 

with simulation cycle. It can be seen that, the system suc-

cessful trading rate of Super Trust rapidly increase with 

simulation cycle, and ultimately remained relatively sta-

ble, and it is always higher than the other two in the en-

tire transaction cycle, showing the strong slander effec-

tiveness of Super Trust against attack. 
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Figure 6. Changes of the successful transaction rate under 

DM with the period 

3) Collusive Fraud (CM) 

Figure 7 is the comparison situation of successful trans-

action rate of the three systems Super Trust, PD Trust 

and RB of the malicious nodes. 
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Figure 7. The comparison of successfully request rate of 

collusive fraud 

In Super Trust and PD Trust system, a malicious node is 

associated with a transaction cooperative nodes negative 

feedback , while there have been transactions with simi-

lar nodes provide a high positive feedback . Additionally, 

malicious nodes may collude with each other frequently 

submitted for each other high positive feedback. In RB 

Trust , assuming a malicious node receives another node 

recommendation trust request, if the inquiry is similar 

malicious node recommendation trust is given a value of 

1 ; otherwise , it is -1. 

As can be seen from the figure, with the increase in the 

proportion of malicious nodes, the successful trading rate 

of cooperative nodes of Super Trust is much higher than 

PD Trust and RB Trust system, this is because in the 

Super Trust, the feedback of information filtering algo-

rithm can filter the most unjust feedback so that when the 

proportion of malicious nodes is 0.6, the system which 

can be maintained in successful transaction rate is still 

close to 0.92. While in PD Trust, the directed update of 

trusted information allows malicious nodes to give posi-

tive feedback and have a high trust value through mutual. 

Accordingly, in PD Trust, with the increase in the pro-

portion of malicious nodes, the success rate of requests 

declined sharply in RB Trust, the node cannot be trusted 

to accurately assess the value of another node, and these 

assessment malicious inaccuracies node collusion attack 

is more serious fraud. Thus, in RB Trust, the node can 

not identify cooperating nodes and malicious nodes, the 

system's success transaction rate decreased rapidly with 

the increase in the proportion of malicious nodes. 

Figure 8 shows the case of fraud in the collusion, when 

the proportion of malicious nodes is 0.6, the changes 

situation of successful trading rate of the three types of 

system with the simulation period. It can be seen that, the 

system successful trading rate of Super Trust rapidly in-

crease and eventually remain relatively stable with the 

simulation cycle. PD Trust and RB Trust system has de-

clined with increased system performance, and the over-

all performance of PD Trust than RB Trust, because the 

feedback information directly PD Trust simple summa-

tion of the system calculated for each node in the global 

trust value, when a high proportion of malicious nodes, 

the system performance is completely controlled by ma-

licious nodes. To the RB Trust, the credibility of infor-

mation can determine the credibility of a given node ac-

cording to the local node, so the performance is better 

than PD Trust. 
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Figure 8. The changes of successful transaction rate under 

fraudulent collusion with cycle 

4) The Collusive Fraud With a Front-end Node 

In the simulation experiments, we assume that the entire 

front-end node is a proportion of 21% of malicious nodes. 

In figure 9, we give the successful trading rate of coope-
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rate nodes in Super Trust, PD Trust and RB Trust system 

with a front-end node under fraudulent collusion attack. 

While with the various systems malicious nodes under 

attack fraud conspiracy case were compared. 
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Figure 9. The comparison of successful transaction rate 

under CF 

Under the attack of collusion fraud with a front-end node, 

as the same as in the fraudulent conspiracy of malicious 

nodes under attack, the successful transaction rate of Su-

per Trust is better than that of PD Trust and RB Trust. 

But the difference is that, in Super Trust system, the rate 

of successful trading system under attack in the CM at-

tack is better than the CF, while in PD Trust and opposite 

RB Trust systems. This is because in the simulation, we 

set the node Super Trust as long as the number of nodes 

in the cluster are similar, that all nodes in the cluster as a 

whole is similar to the attack of CF, malicious conceal-

ment of front-end node behavior makes it similar to the 

node with the increased possibility of cooperation, and to 

become members of the cluster evaluation, which sub-

mitted a highly malicious nodes positive comments in PD 

Trust and RB Trust systems, the proportion of malicious 

nodes in the same circumstances, under the attack of CF, 

the CM system has more nodes to provide valid docu-

ments, so the system successful trading has higher attack 

rate in the CF. 

Figure 10 is the comparison between collusion with fraud 

and conspiracy to fraud under the attack of contrast under 

the three systems of Super Trust, PD Trust and RB Trust 

while a malicious node ratio is 0.5. The system perfor-

mance under the collusion attack has a front end node 

collusion fraud reasons as described above, however, PD 

Trust and RB Trust opposite two mechanisms, transac-

tion success rate of the system has a front end node of 

collusion fraud under all the above. It is because the front 

end node in the sake of providing effective document, but 

PD Trust in collusion attack, the system front-end node 

of the highest reputation, and with the increase of the 

simulation period, front-end node enhanced ability to 

provide services, so there cannot be effective from the 

start node to identify malicious front-end node capabili-

ties, the system performance has the upward trend. 
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Figure 10. The changes of successful transaction rate under 

CF with cycle 

5) Ratio of Malicious Nodes Affecting the Success Rate 

for the Download 

In the file download process, malicious nodes percentage 

success rate for the download has some influence, as 

shown in Figure 9, because Super Trust for identifying 

malicious nodes reasonable and effective, and to identify 

a high success rate, so in this model, the ratio of mali-

cious nodes success rate for download to reduce the in-

fluence of some. Super Trust and PD Trust, RB Trust 

compared to download the success rate has greatly im-

proved, and with the larger ratio of malicious nodes, 

download success rate declined. Experimental results 

show that, Super Trust has a stronger ability to resist 

risks in response to changes in the proportion of mali-

cious nodes. 
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Figure 11. Downloads affect the success rate of download 

4. Conclusion 

For the issue of trust between the nodes in P2P networks, 

this paper presents a P2P network trust model based on 

super nodes Super Trust. The model for trust ordinary 

nodes within the same group calculated using the node 

information and the use of local trust group belongs to 

recommendation trust information to determine the value 

of the target node's trust. Trust evaluation super node 

mode using the global trust group all nodes in the calcu-

lation of super nodes. 
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