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Abstract: cloud computing brings frequent cross-border transmission of personal data, which poses unprece-

dented challenges to the jurisdiction of traditional privacy protection laws. The traditional privacy legal juris-

diction mainly follow the "human", "local" and "location of equipment" principle, and cloud computing to 

"human", "local" and "location of equipment" principle use has brought confusion, can not solve the "two 

transfer" problem well. The design should be based on the characteristics of cloud computing a new privacy 

protection legal jurisdiction theory, the "human" principle, to limit the storage location for the limit to third 

parties to take encrypted personal data protection in cloud computing. 
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1. Introduction 

Cloud computing is a new business model in network 

economy era due to the application of new technology, 

its appearance has brought the unprecedented challenge 

to national privacy protection laws [1-6], because in the 

past there has never been such repeated across borders 

whenever and wherever possible business models. How-

ever, the adaptation of law is not the error of cloud com-

puting, and the law as superstructure should change with 

the development of economy and technology. Therefore, 

neither the improvement of privacy protection law nor 

the reconstruction should be the obstacle to the develop-

ment of cloud computing, and the balance between the 

development of business model and the protection of 

personal data must be balanced [7-15]. 

2. Perplexity and Countermeasures of 

Judgment of the Place Involved in 

Cloud computing is born without geographical restric-

tions, service providers, users, data entities and servers 

may belong to different countries, and the jurisdiction of 

privacy protection laws is usually limited to national 

boundaries. Therefore, the application of legal jurisdic-

tion has caused a lot of confusion. In one scenario, an 

Australian citizen uploads personal data to the cloud of a 

cloud service provider in the United states. Which coun-

try law should have jurisdiction over personal data stored 

in the cloud? There may be several options: (1) Australi-

an law, because the data body is Australian citizens; (2)  

The laws of the United States, because the cloud service 

provider is an American enterprise; (3) upload or access 

to personal data locations, perhaps the Australian citizen 

was traveling in Europe to visit his mailbox; (4) the data 

center of the data storage location; (5) according to the 

nature of the data subject to the complaint, if tort the case, 

apply the law of tort.  

If the law restricts the cross-border flow of personal data, 

it will greatly reduce the vitality and efficiency of cloud 

computing, which is no different from the traditional 

physical equipment processing and storage. Moreover, 

the principle of territorial jurisdiction is unable to solve 

the new problems mentioned above, such as the "two 

transfers", "equipment location", "overseas jurisdiction" 

and so on.  

On the contrary, after the evolution of the principle of 

personal jurisdiction according to the data subject to de-

termine the nationality of legal jurisdiction, but also seize 

the pulse of cloud computing. Like the proposal made by 

the chief legal officer of the Microsoft, the data of the 

laws governing the citizens and residents of each country, 

if it relates to the data of the residents of other countries, 

needs to consult with the government to establish a bila-

teral legal assistance mechanism. The principle of per-

sonal jurisdiction under the EU to EU residents of per-

sonal data has jurisdiction, if foreign cloud service pro-

viders or registered in the local business cloud service 

providers against the EU residents personal data (data 

leakage, data subject without consent to the disclosure to 

third parties and so on), the data can be exercised subject 

to territorial jurisdiction. National data protection au-

thorities (DPA) sued the cloud service provider. DPA the 

jurisdiction in the cloud services business, taking surveys, 

fines, and other legal measures shall be ordered to com-

pensate for the ban on it; if the cloud service providers to 

be executed, then DPA has the right to leave the euro 
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area. Principle of personal jurisdiction can well solve the 

problem of "two transfer" and "location of equipment". 

According to this principle, the EU law has jurisdiction 

over the EU personal data for "two transmission", and 

does not have jurisdiction over the cloud services that use 

the EU equipment but do not involve the EU resident 

data. In addition, the United States government in dealing 

with similar to Microsoft for a citizen of the United 

States in the region's mailbox information case, can also 

follow this principle, if only for United States citizens 

information, cloud service providers can provide; if you 

need information related to the EU residents, in consulta-

tion with the EU government, legal assistance. In this 

case, the United States to Microsoft for storage in the EU 

area electronic mailbox a resident of the United States 

information is legitimate, but because the object relation-

ship with the citizens of the United States mail is mostly 

EU residents, if the mail to the U.S. government will leak 

EU residents personal data. Therefore, the United States 

has only partial jurisdiction over this case and needs the 

assistance of the European union. 

3. Perplexity and Countermeasure of 3. 

Contract Jurisdiction 

Before the use of cloud services, the data provider gener-

ally contracts a service contract with a service provider (a 

unified contract written by a service provider), in fact, 

through an agreement to click agreement. The contract is 

written by the service provider, and usually requires the 

consumer to agree to the jurisdiction of the court as the 

law of the country where the service provider is located. 

Many cloud service users in the use of cloud services 

before not carefully read the terms of the contract agreed 

to choose, reason is: first, the terms of the contract is long, 

the average user has no patience and expertise make it 

completely clear; second, if you do not agree to the terms 

of the contract, the user can use cloud services, so many 

users are forced to accept service provider service con-

tract. The Brussels convention, the Rome regulation I and 

the American court of justice have recognized the legiti-

macy of the court's choice clause. If there is no dispute 

jurisdiction court in the contract, the sixth clause of the 

Rome regulation I stipulates that the contract is governed 

by the user's conventional residence law, and the service 

provider shall abide by the mandatory law of the user's 

place of residence. According to the provisions of the 

"Regulations of Rome I", cloud computing privacy cases 

both may be affected by the service provider under the 

jurisdiction of the law, and may be affected by the user 

where the laws of the legal profession in the end make 

visible network location of a service provider or consum-

er is located under the jurisdiction of the court is not a 

clear direction. 

4. Conclusion 

Many countries out of cloud computing is not easy to 

control concerns, requiring cloud service providers to 

keep their residents data on the cloud server Microsoft, 

the data of the laws governing the citizens and residents 

of each country, if it relates to the data of the residents of 

other countries, needs to consult with the government to 

establish a bilateral legal assistance mechanism. The 

principle of personal jurisdiction under the EU to EU 

residents of personal data has jurisdiction, if foreign 

cloud service providers or registered in the local business 

cloud service providers against the EU residents personal 

data. 
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