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Abstract: In order to determine the conditions for the application of the dynamic authorization problem in the 
Internet of things, a reliable trust mechanism must be established between the institution, the reader and the 
tag. Thus, this paper proposes a hierarchical trust mechanism, and puts forward a verifiable caching interac-
tion digest schema at the same time. At first, this paper analyzes the features of the application and the trust 
demands of different subjects in the Internet of things, the credibility of the detaching mechanism and the 
reader trust. Then, it proposes the improved method of evidence theory accoording to the characteristics of the 
readers, which can deduce the routing trust of the reader. The experimental results show that the hierarchical 
trust mechanism has a very good convergence of trust, and the algorithm in this paper can effectively detect 
the malicious terminal nodes. 
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1. Introduction 
In the reader network, there exist the phenomena of the 
increasing or decreasing or movement of a large number 
of nodes, while the identity- based method has the fixed 
structure and higher cost of computing, and the credibili-
ty- based method requires the subject to survive for a 
long time, thus both of them are not applicable to the 
dynamic environment. In the research of the ad-hoc net-
work, the collaboration between the nodes is often 
adopted to update their trust values of each node, so as to 
eventually deduce the malicious nodes. Therefore, when 
the subject of the reader is evaluating the trust value of 
the object, it mainly investigate its behavior, this is why 
it is called the behavior- based trust. In the specific calcu-
lation of trust and the derivation process of the node sta-
tus, there are a variety of models, such as the D-S evi-
dence theory used in literature [1-4], which calculates the 
local trust according to the interaction with the object, 
and through a Trust Net network to combine with the 
local trust of the other node to the object to carry out the 
composition, so as to obtain the comprehensive trust. It 
can be seen that each kind of trust model has different 
characteristics of rewards and punishments, convergence 
speed and extensible ability, and the single trust architec-
ture or trust computing model cannot meet the trust de-
mands of all the subjects in the Internet of things [5].  
This paper mainly has development and innovation 
works in the following aspects:  
In order to further verify the correctness and effective-
ness of the trust mechanism and algorithm proposed in 
this paper, the simulation experiments on the influences 
of the unstable reader, of the communication distance 
between the labels, of the convergence speed of the evi-

dence theory and the proposed trust mechanism are car-
ried out. The experimental simulation results show that 
the trust mechanism and the algorithm in this paper both 
are suitable for the unstable reader network, but in the 
tag- terminal reader environment with a relatively close 
communication distance, the algorithm in this paper has 
an obviously better performance. The hierarchical archi-
tecture in this paper makes the reader have relatively 
faster trust convergence and good performance. 

1.1. Institutional trust 
Before the authorization of the reader, it is necessary to 
examine the trust of the institution that the reader belongs 
to. The trust of the institution is stable, and it can be ob-
tained by the evaluation of the third party to its reputation 
value, and is mainly implemented in the institutional 
layer. Considering that the number of the institutions is 
far less than the number of the readers and tags, and at 
the same time, there often exist entities in the institution, 
which is stable. Thus, the trust management based on the 
trust management institution is proposed. 

1.2. Trust management based on cluster 
In the distributed application, it can be divided according 
to the geographical area to form the administrable cell 
cluster. In the cluster, the reputations of the ordinary in-
stitutions are centrally managed by a trust management 
institution G, which maintains the reputation of the insti-
tution according to the reports of the institutions in the 
cluster. While the ordinary institutions decide whether to 
authorize the reader, reference to the reputation value of 
the institution released by G. 



HK.NCCP                                         International Journal of Intelligent Information and Management Science 
                                                                   ISSN: 2307-0692, Volume 6, Issue 5, October, 2017 

33 
 

1.3. Trust-transmitting between the institution 
and the reader 
1.3.1. Dynamic authorization reader 

Before the reader Rn needs to carry out the interaction 
with the tag, it needs to obtain the authorization of the 
institution OA that the tag belongs to. Rn sends the au-
thorization request to OA, after OA receives the request 
of the reader Rn, it will calculate the trust degree of the 
reader Rn.  

( ) ( , ) (1 ) ( )T R T R O T On O n B G BA
α α= + −         (1) 

Among which, TOA(Rn，OB) is the direct trust that 
based on previous interaction experience, TG( OB) is the 
indirect trust, namely the reputation of the institution OB 
that Rn belongs to, which can be obtained from the trust 
management institution G, and α  is the proportional 
adjustment factor. If T (Rn) is less than the threshold 
Tmin, then the authorization is refused. Otherwise, it is 
passed. 

1.3.2. Trust feedback 

Influenced by the initial value and the convergence of the 
trusted model, the authorization of the institution to the 
node may not be reasonable, thus the trust feedback be-
comes an important method to correct the mistakes. The 
institution obtains the behavior credibility of the node 
from the interaction digest provided by the tag, updates 
the authorization of the node, and feedback to the reputa-
tion value of its belonged institution. If an authorized 
node has faulty or malicious behavior, it will report to 
institution O, and O will reduce the trust value of the 
node. 

1( ) ( )n nT R T Rδ −=                            (2) 
If there is Tn (R) < Tmin, then the institution revokes the 
authorization.  

1.4. Hierarchical trust algorithm 

When selecting the resource sites, the algorithm proposed 
in this paper is called the computing resources selection- 
scheduling algorithm, which comprehensively considers 
the total execution time of prediction and the price factor. 
It will choose the resource sites with the smallest total 
execution time, the highest trust value and the lowest 
price, according to the dynamically choices of the users. 
The algorithm is simply described as follows: 
For a large task, after the task resolver, the obtained task 
subset is T= {t1, t2…tm}. According to the requirements 
of the task QoS, it is divided into four types of tasks 
based on the scheduling strategies, and this paper firstly 
selects the task subset T' = (t1, t2…tk)  k ≤  m in the 
task set QoS (hh). Then carries out the following five 
basic operations successively to the task subsets in QoS 

(hl), QoS (lh) and QoS (ll), until all the task subsets T ' 
comprehensively choose the proper resource sets.  
1) For each task ti, collect and calculate the correspond-
ing measuring index vector of each resource site rij in the 
available resources Ri. 

, ,( ( , ), )i ij i ijMTR MCT i ij P=                   (3) 
2) For task ti, bring in the trust mechanism to calculate 
the minimum completion time of the prediction. And the 
formula is as follows: 

( , ) ( , ) / ( , )Trust MT i ij MCT i ij Trust i ij− =        (4) 
Among which, Trust (I,ij) is the trust degree of node ti to 
the computing node rij. 
3) For each subtask ti in the T ', calculate the correspond-
ing comprehensive measure function of each available 
computing resource rij according to the following formu-
la (11). 

, ,( , ) (1 ) (0 1)i ij i ijF Trust MT i ij Pα α α= × − + − × ≤ ≤    (5) 
4) After the above steps, the set of the one-to-one corres-
ponding target computing resources {r1k1,r2k2,,rmkm} 
to the set of the subtasks T' ={t1，t2，….tk} is finally 
obtained. And riki(ki ∈ (1,2,….ni)) is the computing 
resource site selected by the subtask ti. 
5) Update the trust value and the weight information, and 
send the subtasks to the corresponding computing re-
source sites, then carry out the scheduling of the second 
floor, and place them to each execution node for the pa-
rallel execution. 

2. Experimental Simulation And Analysis 
2.1. Experimental environment and settings 

The experiments use the simulation to carry out the veri-
fication, and the environment is shown in figure 6. 
Among which, the points begin with O is the objects, the 
points begin with R is the readers, the colors represent 
the belonged institutions, and the line between the nodes 
shows that the two nodes are in the communication. The 
simulation uses the event-driven. If the following expe-
riment does not have attached instructions, then the net-
work area of the reader in the environment is 1200 x 
900mm, the number of the reader nodes is 80, the com-
munication distance is 200m, the communication dis-
tance between the tags is 60m, and the simulation time is 
200s. The influences of the unstable reader on the hap-
pening if the malicious events and the effects of the 
communication distance between the tags on the detec-
tion of the events are analyzed in the following, and the 
influences are compared with the convergence efficiency 
performance of the evidence theory and VCID. 
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Figure.1. The Simulation Environment. 

 
2.2. Influence of the communication distance between 
The tags 

The communication distance between the tags also has 
influence on the detection of the malicious events. Dif-
ferent RFID tags, such as the passive tags and the active 
tags, have different communication distances, and the 
communication distance between the tags directly deter-
mines number of the neighbor nodes that can monitor the 
interaction between the tags and the terminal reader. 
There are three experiments, and the communication 
distance between the tags is respectively 30m, 60m and 
90m, the changes of the institution’s reputation are 
shown in figure 9. When the communication distance 
between the tags is 30m, the reputation value of the insti-
tution does not change, and when the communication 
distance between the tags increases to 60m, the reputa-
tion value of the institution decreases, and the reports 
without detecting the malicious events after a period of 
time start to pick up. And when the communication dis-
tance between the tags increases to 90m, the reputation 
value of the institution quickly reduce to a minimum and 
remains unchanged. 
Set the communication distance between the tags to odist, 
the number of the readers to n, and the network area of 
the reader to S = w•h, then the average number of the 
readers that the tags met is as follows. 

 
Figure.2. The Influence of the Communication Distance 

between Tags on the Reputaion of Institution. 

3. Conclusion 
In order to solve the conditions for the dynamic authori-
zation problem to be applied to the Internet of things, a 
reliable trust mechanism must be established among the 
institution, the reader and the tag. Therefore, this paper 
proposes a hierarchical trust mechanism, and puts for-
ward a verifiable caching interaction digest algorithm. 
The trust model has a relatively fast convergence and 
extensibility, and is suitable for the applications in the 
distributed and large-scale Internet of things. The expe-
riments show that the hierarchical architecture in this 
paper makes the reader has a relatively rapid conver-
gence, and it has a good performance. 
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