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Abstract: The traditional method uses the terminal network monitoring method to carry out network security 
estimation. due to the strong power attenuation of the terminal of the network communication channel, the ac-
curacy of the security situation estimation is not high and the performance detection effect is poor. Therefore, 
a network security estimation and situation prediction algorithm based on adaptive data classification and vi-
rus infection membership feature extraction is proposed in this paper. The network security estimation model 
in large data environment is constructed. The adaptive data classification algorithm is used to cluster and eva-
luate network attack information data, extract the infection membership feature of network attack virus data, 
and realize network security situation prediction and virus attack. Simulation results show that the algorithm 
has higher prediction accuracy for virus data flow, can effectively realize network virus flow prediction and 
data detection in different scenarios, and improves the network's ability to resist virus attacks in large data en-
vironments. 
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1. Introduction 

As an important part of network security situation tech-
nology, security situation assessment plays a key role in 
the final decision - making. At present, the research on 
security situation assessment is relatively hot, but it is not 
yet mature, and the security situation prediction is still in 
its infancy. At present, the few methods of situation pre-
diction are mainly neural networks, because neural net-
works, especially radial basis function neural networks, 
have good approximation performance and the advantage 
of processing nonlinear data. Most of them are based on 
the idea of off-line learning, and the learning process is 
long and the accuracy is limited, so the prediction effect 
of large-scale network security situation is not ideal[1]. 
In view of the above problems, this paper studies the 
prediction of network security situation. Firstly, starting 
with the learning algorithm of neural network, through 
the analysis of related theories and algorithms, the con-
cept of the importance of hidden neurons is introduced, 
and a lifelong learning algorithm is proposed[2]. The basic 
idea of life-long learning algorithm is to run the learning 
process of neural network through the whole use phase of 
the network and make the network continue to learn 
while carrying out actual prediction work. The RBF 
neural network for lifelong learning can be quickly con-
structed by using the lifelong learning algorithm. the 
network can learn and adjust itself during operation, thus 
maintaining the timeliness of the network. In the experi-
ment, lifelong learning RBF neural network is used to 

predict the alarm times. The results show that the predic-
tion accuracy is continuously improved with the conti-
nuous adjustment of the network. 

2. Network Security Evaluation Algorithm 
based on Big Data 

Cloud computing uses centralized data management, 
which is extremely open and complex. in cloud compu-
ting network applications, the security risks it faces main-
ly include identity authentication risk, network layer risk, 
host layer risk and application risk[3]. The association 
degree algorithm of cloud computing network security 
evaluation is based on grey system theory. firstly, the 
network behavior characteristic quantity is set up as 

aS From which factor behavior characteristic quantities 

are obtained i 0SS  The observation data on sequence t  

is defined as  0S (t),  k 1,2,...,n The network characteris-
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According to the above formula is: 
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 Combined with the above formula, it can be obtained 
that during the t period, the network security evaluation 
index is： 
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Where R is the attack evaluation value generated by at-
tack   on service  , and   is service within time t. The 
number of types of supplies suffered is several attacks a 
on service s; The degree of harm caused depends on the 
type of attack R belongs to S. According to the characte-
ristics of cloud computing network, build a network se-
curity evaluation model based on cloud computing as 
shown in the figure below: 

 
Figure 1. Network security evaluation model 

As shown in the figure, cloud computing is used to col-
lect the security audit data, intrusion detection data and 
network security situation in the network, preprocess the 
data, unify the data format, extract valuable network se-
curity information, and prepare for network security as-
sessment[5-6]. In the evaluation of network security, the 
association analysis method is used to calculate the threat 
value of known network attack types and determine the 
degree of attack damage. Thirdly, the security evaluation 
value of the network system is calculated hierarchically, 
and the network security chart is drawn by using the vi-
sualization module to facilitate analysis of the network 
security situation[7].   

3. Analysis Method of Network Security Sit-
uation Based on Big Data 

The function that network security situation technology 
can tell what kind of danger may occur is reflected 
through network security situation assessment[8]. Net-

work security situation assessment is to pre-process the 
original network events, extract the information that has 
certain correlation and reflects the characteristics of some 
network security events, and use certain mathematical 
models and prior knowledge to give a reliable evaluation 
probability value for reference whether some security 
events really occur. The network security situation as-
sessment is not a simple process, it contains many con-
crete steps and is hierarchical[9]. The following figure is a 
three-level model of network security perception. 

 
Figure 2. Network security awareness system 

There have been different viewpoints on the functional 
model of data fusion in history, but it was proposed by 
the data fusion group. as shown in the figure of the model 
for data fusion results after several modifications, it is 
being adopted by more and more actual systems[10]. The 
purpose of constructing data fusion model is to promote 
better communication and understanding among system 
managers, theoretical researchers, designers, and evalua-
tors, so that the whole system design, development, and 
implementation process can be carried out efficiently and 
smoothly. 
The calculation of network security situation value is real 
- time, while threat assessment is a comprehensive sum-
mary and evaluation of network security situation over a 
period of time. Threat assessment combines the situation 
of recent security incidents with the mining of historical 
data to judge the current threat situation of the network. 
Through the network security threat assessment, the false 
alarm that may exist in the network security situation 
value can be eliminated to a certain extent, which can 
help the continuous correction and improvement of the 
security situation value algorithm. From the above analy-
sis, we can see the composition of the network security 
situation awareness system as shown in the Figure. 

4. Analysis of Experimental Results 

The calculation of situation value in simulation directly 
uses the statistical value of the number of alarms generat-
ed by the network in the data set as its current situation 
value, because the network security situation value is 
calculated layer by layer based on the statistical value 
multiplied by its corresponding weight value. Therefore, 
as long as the weights are set uniformly, the alarm statis-
tics value can represent the real situation of the network 
security situation value. According to the statistical anal-
ysis of network attacks on the simulation data set, it cor-
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responds to the time taken for a complete network attack, 
that is, the attack period is approximately three days. 
Therefore, the parameter detection results of the neural 

network security situation prediction model are as fol-
lows. 

 
Figure 3. Network security situation assessment system module based on big data 

In order to test the superiority of the model in this paper, 
the current classic network security situation estimation 
model l is selected for comparative experiments. the root 
mean square absolute error ( RMSE ) and average rela-
tive error of their fitting results and prediction results are 
shown in the table.  

Table 1. Comparison of Absolute Error Data in Network 
Security Assessment and Detection 

Actual Value Predicted Value Error Value 
0.24 0.22 0.02 
0.45 0.45 0.00 
0.41 0.40 0.01 
1.02 1.00 0.02 
1.45 1.45 0.00 
0.84 0.86 0.02 
0.54 0.55 0.01 

 
As can be seen from table 1, of all the network security 
situation estimation models, the fitting and prediction 
errors of this model have decreased, which improves the 
estimation accuracy of the network security situation and 
verifies the feasibility and superiority of this model. 

 For a network security situation estimation model, the 
fitting performance can only describe the fitting effect of 
the model. the most important thing is its generalization 

ability. the model predicts the test sample set and the 
results are shown in the figure. 

The value measured before the repair began after the sa 
failure occurred. Ratio of su failures that are not available 
before repair begins; Si Ratio of x after t1 repair;T0 when 
the fault occurred; Ti the time to repair the fault; Tr time 
after all repairs are completed    As can be clearly seen 
from the figure 1 0Rt ( t  t )Sa  Su 1    ,and 

Sa Sa Sr 1   ，as if Sa  Sr 1  ，Then the system has 
100 % service recovery capability. As can be seen from 
the above figure, compared with the fitting results of the 
network security situation, the deviation of the network 
security situation prediction in this paper increases great-
ly, but the deviation between the network security situa-
tion prediction value and the real network security situa-
tion value is small, and the change trend of the two is 
consistent. The experimental results show that this model 
is a network security situation estimation model with 
strong generalization ability and high prediction accuracy. 
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Figure 4. Network security situation estimation process 
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Figure 5. Comparison and detection results of network 

security situation assessment 

 
Figure 6. N etwork security attribute detection 

5. Concluding Remarks 

The network security assessment uses the security ele-
ment extraction model of cloud computing architecture to 
carry out gray correlation analysis on the known network 
attack types, and calculates the network security assess-
ment values by layers, and graphically presents the net-
work security situation by using the calculated results, 
thus the network security can be intuitively analyzed and 
predicted. Through the research, we can carry out a pre-
liminary security assessment and prediction analysis of 
network attacks during cloud computing operations, so as 
to grasp the security status of the entire network system 
in real time, and to take timely countermeasures to pre-
vent further expansion of the harm in the event of a secu-
rity threat to the network system. 
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