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Abstract: The traditional internet financial risk resolution and supervision management system is difficult to 
apply to the rapidly developing network technology. The traditional Internet financial risk resolution and su-
pervision management system has a higher risk to deal with Internet financial analysis. To this end, the re-
search on the Internet financial risk resolution and supervision management system under the new normal is 
proposed. A risk severity classification mechanism is established and a big data risk control model is built. 
Based on cost control balance risk and financial risk control technology, the solution of Internet financial risk 
under the new normal is achieved. The main body of Internet financial supervision is analyzed to improve the 
legal system of Internet financial supervision. The Self-discipline Supervision System of the Internet is 
strengthened to perfect the Internet Financial Supervision and Cooperation System, therefore, the Research of 
Internet Financial Supervision and Management System under the New Normal can be achieved. 
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1. Introduction 

The traditional internet financial risk resolution and su-
pervision management system is difficult to apply to the 
rapidly developing network technology due to its own 
structural constraints. When using the traditional Internet 
financial risk resolution and supervision management 
system to analyze and solve Internet finance, the analysis 
has higher risk[1]. To this end, the research on the Internet 
financial risk resolution and supervision management 
system under the new normal is proposed. According to 
the form of influence, establish a classification mechan-
ism of risk severity, determine different areas of influ-
ence, and build a big data risk control model. An analysis 
algorithm is introduced. Based on cost control balance 
risk and financial risk control technology, the new nor-
mal Internet financial risk solution is achieved; The main 
body of Internet financial supervision is analyzed to im-
prove the legal system of Internet financial supervision. 
Strengthening the Internet self-regulatory supervision 
system and improving the Internet financial supervision 
and coordination system can achieve the research of the 
Internet financial supervision and management system 
under the new normal. 

2. Research on Internet Financial Risk 
Resolution under the New Normal 

2.1. Establishment of a risk severity classification 
mechanism 

According to the possibility and degree of risk occur-
rence, the coordinate method of Figure 1 below is used to 
classify the severity level of the risk, and the risk control 
strategy is established according to different levels. 
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Figure 1. Risk coordinate graph 

The areas in the figure represent risk characteristics and 
risk control strategies as shown in Table 1. 
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Table 1. Risk Control Strategy 

Risk areas Risk characteristics Risk control strategy 

A area 
Low degree of influence and low 

probability 
Periodic review of risk status changes, generally no longer increase risk 

prevention and control measures. 

B area 
High degree of influence and low 

probability 
Establish and improve emergency response plans and risk reduction 

measures. 

C area 
Low degree of influence and high 

probability 
Adopt different risk control methods to reduce the frequency of risk 

occurrence. 

D area 
High degree of influence and high 

probability 

Take the step by step to resolve the risk impact and the probability of 
occurrence of the risk to minimize the risk. Ensure that risks are removed 

and transferred, and that various prevention and control measures are 
prioritized. 

 
2.2. Building a big data risk control model 

Big data risk control is data centered, which is imple-
mented in three levels of models through data collection, 
data analysis and mining, and data application, as shown 
in Figure 2[2]. 

 
Figure 2. Big data risk control model 

Data collection is based on the needs of Internet financial 
risk control, and data sources that can provide risk identi-
fication, assessment and control are planned. Data 
sources In addition to the Internet financial enterprise's 
own data, third-party data, social data, media information, 
etc. should be included in the optional category of data 
collection according to needs[3]. After the data source is 
determined, the appropriate technology is used for data 
mining. Web crawling techniques can be used for infor-
mation collection from public websites. Data types in-
clude structured data, unstructured data, and semi-
structured data due to different data sources. 
Data analysis generally includes two aspects: data pre-
processing and data mining. The first is the data prepro-
cessing part. According to the basic knowledge of com-
puters, data types and structures can be known. In order 
to facilitate processing, the diverse data must be 
processed and transformed to obtain a type of structure 
that is easy to handle[4]. Big data is all-encompassing, not 
only with risk-related information, but also with a lot of 
irrelevant information. Therefore, it is necessary to clean 
the data, eliminate the influence of irrelevant data, and 

extract useful data for risk assessment. Next is the data 
mining part. The machine learning model based on big 
data technology is a mature analysis method currently, 
which involves artificial neural network analysis, genetic 
algorithm, decision tree[5]. This technology can filter out 
useful information from a large amount of data, find 
possible rules, and discover hidden unknown facts. So it 
can not only explain the data, but also predict the un-
known things. 

2.3. Balancing risk control costs 

In internal risk control, the effects, risks and costs of risk 
control must be analyzed to find the appropriate balance 
between control and non-control to form an optimal 
combination state. If the control is insufficient, the poten-
tial risk will be too high; if the control is too much, the 
control cost will be greater than the uncontrolled loss, 
which will hinder the development of Internet financial 
enterprises. The efficiency of risk control depends on the 
comparison between risk control effects and control costs. 
Management risk is most effective when the control ef-
fect is better than the cost and the risk level is within a 
certain range. The relationship between control effects, 
risks and costs is shown in Figure 3[6] (where the hori-
zontal axis X is the degree of risk control, Y, σ, and C 
are the control effects, risk, and cost lines, respectively, 
and σ' is the risk tolerance for internal control). 

 
Figure 3. Risk cost balance diagram 
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Through the comparison between controlling effect and 
cost, and controlling risk and risk, the risk control can be 
divided into the following four areas[7]: 
Area 1 is an invalid area. In this region, the risk control 
cost is greater than the control effect, and the actual risk 
is much higher than the risk tolerance level, so the risk 
control is weak. Due to the imbalance of input and output 
of risk control, it is impossible to achieve the dual objec-
tives of controlling costs and risks. Basically, risk control 
is invalid. 
Area 2 is a weaker area. The area is between ab, the risk 
control effect is better than the risk control cost, but the 
risk has not fallen below the risk tolerance. The dual re-
quirements for controlling costs and risks only satisfy 
one, so risk control is in a weaker stage[8]. Risk control 
still needs to be further improved to meet the eligibility 
criteria and minimize unnecessary risk losses. 
Area 3 is a reasonable area. With the completeness and 
soundness of risk control, When risk control is in the be 
phase, both the risk and cost requirements are met, so the 
area is considered a reasonable area[9]. In a reasonable 
area, on the one hand, the effect of controlling the risk is 
greater than the cost, and on the other hand, the risk level 
is below the risk tolerance. There is an optimal risk con-
trol level. When the risk control reaches this level, there 
is a marginal benefit equal to the marginal cost.  
Area 4 is the override area. When the risk control ex-
ceeds the reasonable area, the risk control effect is li-
mited. The risk control cost is too high, so that the cost 
exceeds the control effect and cannot meet the double 
requirements. After too much risk control, we cannot 
continue to add additional risk control inputs to avoid 
affecting control efficiency[10]. 

2.4. Technical risk control 

Based on the balance risk control cost, and at the same 
time the technical risk control, to achieve the new normal 
Internet financial risk solution. At present, the Internet 
financial transaction system can use the related network 
security technologies such as authentication technology, 
encryption technology, secure electronic transaction pro-
tocol, anti-hacking technology to protect the security of 
Internet financial transactions. The development and ap-
plication of these network security technologies play an 
important role in preventing the network payment risk of 
Internet finance and ensuring the smooth progress of 
secure payment. Technology risk is one of the important 
risks facing Internet finance. With the development of the 
above related technologies, the impact of technical risks 
faced by participants in Internet financial activities will 
be greatly reduced[11]. 
Encryption technology is a security technology used by 
Internet finance in the transaction process. This technol-
ogy can ensure the integrity, availability and security of 
information in network transactions. Encryption technol-

ogy is widely used in Internet finance and is adopted in 
many key links. For example, digital signature encryp-
tion, system data storage encryption, etc., encryption 
technology can protect the security of user accounts and 
Internet financial systems, thus ensuring the security of 
online payment[12]. In short, encryption technology is 
currently the key technology for Internet finance to en-
sure information security. 
The Internet finance system ensures the accurate identifi-
cation of the true identity of financial products and ser-
vices by using advanced authentication techniques. It 
circumvents the entry of illegal customers and limits the 
trading behavior of customers, thus ensuring the healthy 
operation of the Internet financial system. Similar to In-
ternet finance companies, customers also need certain 
authentication technologies to identify legitimate transac-
tion servers and circumvent deceptive servers. In view of 
this, two-way authentication technology is an important 
technology required for Internet finance[13]. 
The two-way authentication technology currently imple-
mented by Internet finance is the main technology used 
in network payment, which can ensure the accurate iden-
tification of the true identity of financial parties. And to 
ensure the confidentiality and integrity of the transaction 
data, the transaction party cannot deny, and thus meet the 
security needs of the current Internet financial network 
payment[14]. The authentication technology for the opera-
tion of the Internet financial system mainly includes 
identity authentication, digital certificates, etc. The iden-
tity authentication refers to identifying the true identity of 
the parties involved in the transaction of the financial 
service product, and the digital certificate refers to an 
authoritative electronic document for encrypting, de-
crypting and verifying the information. 
The Secure Electronic Transaction Agreement is an In-
ternet financial transaction activity that can only be car-
ried out only if the parties to the transaction are provided 
with secure data transmission services. At present, online 
payment protocols that provide effective security for In-
ternet finance mainly include two types. One of them is 
the Secure Electronic Transaction (SET), and the other is 
the Secure Sockets Layer (SSL) protocol[15]. 
The Secure Electronic Transaction Protocol is located at 
the Internet financial application layer, which combines 
business, integration and coordination. The agreement 
establishes strict encryption and certification standards 
while standardizing the entire Internet financial transac-
tion activity process. 
The intelligent real-time prevention and control system is 
the core system of Internet financial risk management, 
which analyzes and mines the data obtained through real-
time monitoring. On this basis, self-learning and con-
stantly updating strategies to deal with Internet financial 
risks. Intelligent real-time prevention and control system 
can conduct real-time risk monitoring, risk warning, and 
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risk warning for various risks in Internet financial trans-
actions. Therefore, the past response to the risk is 
changed to the reaction in the event, and the time for the 
risk of the payment institution can be significantly ad-
vanced. Thereby the risk of money laundering and the 
prevention of cyber fraud in the current Internet finance 
can be improved. 
The network payment risk faced by Internet finance is a 
compound type of risk, so it is necessary to adopt mul-
tiple risk prevention measures from both the technical 
and industrial directions. Since online payment can draw 
on the establishment of industry norms in traditional 
finance, the risk management of Internet finance general-
ly focuses on technical aspects. With the continuous ad-
vancement of security technology, it is increasingly ef-
fective to use advanced technology to prevent and control 
network payment risks. 

3. Research on Internet Financial Supervi-
sion and Management System under the 
New Normal 

3.1. Analysis of the subject of internet financial su-
pervision 

The Internet financial industry is characterized by risks 
and small scale. China is a big developing country. This 
national situation determines that a simple unified super-
vision idea may not be applicable to China's Internet 
finance development model. Moreover, due to the rela-
tively large number of Internet finance formats in China, 
the differences between different formats are relatively 
large. It is less likely to establish a unified regulatory 

standard and a clear unified regulatory body. At the same 
time, the separation of supervision framework is imposs-
ible to break in the short term. Therefore, China can learn 
from the practice of the United States and implement the 
"central + local" coordination and coordination. At the 
central level, the “One bank and three commissions” is 
the main supervisory department, and the responsible 
person formulates the overall regulatory normative doc-
uments and systems; The local level is dominated by the 
local branch of the central regulatory authority and the 
local financial management department. 
At the same time, for the new financial products of cross-
border mixed industry, through the role of the inter-
ministerial joint meeting system of financial supervision 
and coordination, the regulatory authorities and corres-
ponding assistance supervision departments are clarified. 
In order to give full play to the function of the inter-
ministerial joint meeting system of financial supervision 
and coordination, an expert advisory group may be set up 
to give third-party opinions on the contents of the “One 
bank and three commissions” coordination that are not 
well coordinated and inconsistent. 
The “Guiding Opinions on Promoting the Healthy De-
velopment of Internet Finance” promulgated in July 2015 
has divided the regulatory responsibilities from the pers-
pective of specific business varieties. Therefore, it should 
follow the existing separate supervision system and plan 
it to the corresponding department according to the main 
business activities of the Internet financial enterprise and 
the specific financial functions undertaken. Specifically, 
as shown in Figure 4. 

 

 
Figure 4. Internet financial regulatory organization system 
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3.2. The improvement of the legal system of internet 
financial supervision 

Improving the Internet Financial Supervision Legal Sys-
tem Internet finance has many common characteristics, 
but many financial businesses have mixed operations and 
cross-border phenomena, which has led to some formats 
that cannot be relied upon, and even some Internet 
finance businesses are prone to violate their own laws. 
In July 2015, the State Council issued the “Guiding 
Opinions on Promoting the Healthy Development of In-
ternet Finance”, which clarified the regulatory depart-
ments corresponding to different formats of Internet 
finance. Next, the rules for the supervision of Internet 

insurance and online payment have been issued one after 
another, and the P2P network loan supervision rules have 
also ended. In order to prevent online loan platform loans, 
self-inflation, and illegal fund-raising, it has been pre-
scribed that funds are deposited by banks, and online 
lending platforms are positioned in the nature of informa-
tion mediation. Therefore, to build an Internet financial 
regulatory system, we must first start with the improve-
ment of relevant laws and regulations. In order to avoid 
the lack of supervision and overlapping of supervision, 
the specific regulatory agencies will issue corresponding 
management measures for specific formats. It can be 
shown in Figure 5 for details. 
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Figure 5. Internet financial supervision legal system 

3.3. Strengthening the internet self-regulatory system 

From the international experience, industry self-
discipline plays an important normative role in the devel-
opment of Internet finance. At present, China has estab-
lished the "China Internet Finance Association". Howev-
er, in view of the large number of Internet formats, it is 
advisable to set up various non-profit social organiza-
tions--industry associations under the China Internet 
Finance Association to be responsible for the self-
discipline management of various formats. 
The association serves the industry and is responsible for 
developing detailed regulations in five areas: system, 
consumer education, risk management, third-party depo-
sitory, and self-regulatory registration. On the system 
side, it is required to establish a unified statistical indica-

tor system and information registration and clearing sys-
tem for the industry; In the aspect of consumer education, 
strengthen the publicity and education of Internet finan-
cial consumers, establish a civil alternative dispute reso-
lution mechanism and arbitration branches; In the aspect 
of risk management, we issued guidelines and standards 
for information security and risk prevention, established 
a risk information sharing mechanism and accessed the 
credit information system. At the same time, the informa-
tion disclosure guidelines will be issued to guide enter-
prises to disclose relevant information; in the case of 
third-party depository, the third-party depository system 
for funds will be promoted; In the area of self-regulation 
registration, a self-regulatory registration system is estab-
lished. In addition, the association can also organize 
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members of the conference to conduct research on the 
future development of the industry, specify the direction 
of industry development, formulate development plans 
for the industry and early warning of industry risks. 

3.4. Improving the internet financial supervision and 
cooperation system 

Under the current framework of separate supervision, 
China has established a supervisory joint meeting me-
chanism for connecting different financial regulatory 
departments-- inter-ministerial joint conference system 
for financial supervision and coordination. The mechan-
ism stipulates that a joint meeting shall be held quarterly 
to discuss and negotiate important matters related to fi-
nancial supervision, market reflection and effect evalua-
tion of existing policies, and other matters requiring con-
sultation, notification and exchange. The inter-ministerial 
joint conference system for regulatory coordination 
played a positive role in resolving the intersection of fi-
nancial services and the supervision of mixed industries 
and filling the gaps in supervision. In response to the 
rapid growth of Internet finance in the new normal econ-
omy, it is necessary to supplement and improve the inter-
ministerial joint meeting system of financial supervision 
and coordination. 
First, an expert advisory group based on the system is 
established. From the various aspects of market access 
supervision, and form complementary regulatory re-
quirements and standards from different professional 
perspectives, which can effectively improve the existing 
division of supervision system, the division of labor is 
not clear, the standards are not uniform, the functions are 
crossed, and so on. 
Second, the supervision and coordination of the central 
and local financial management departments is streng-
thened. The local regulatory authorities are also the regu-
lators of the Internet financial industry. At the same time, 
the Internet financial industry has a wide variety and 
strong regional characteristics. Local financial manage-
ment departments should strengthen coordination with 
the prevention and disposal of risks in Internet finance. 
Third, under the framework of the inter-ministerial joint 
committee system of financial supervision and coordina-
tion, an Internet financial supervision and coordination 
system including financial supervision departments, in-
formation authorities, and local financial management 
departments was established. 

4. Conclusion 

This paper proposes a study on the Internet financial risk 
resolution and supervision management system under the 
new normal. Based on the classification of risk severity, 
using big data technology to manage risks and realize the 

solution of Internet financial risks under the new normal; 
Analyze the main body of Internet financial supervision, 
improve the relevant systems of Internet financial super-
vision laws, and realize the research in this paper. It is 
hoped that the research in this paper can provide a theo-
retical basis for the Internet financial risk resolution and 
supervision management system under the new normal. 
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