HK.NCCP

International Journal of Intelligent Information and Management Science

ISSN: 2307-0692, Volume 8, Issue 2, April, 2019

Who Leaks Our Information

Yan Zhuang?, Fan Hu?, Jigjie Huo?, Qing Zhao', Suzhai Wang?
"Humanities College Tianjin Agricultural University, Tianjin, 300384, China
%College of Marxism Tianjin Agricultural University, Tianjin, 300384, China

Abstract: Mobile phones play a very important role both at work and in life. On the one hand, mobile phones
are our indispensable good helpers; on the other hand, mobile phones have become a serious threat to the se-
curity of our personal information. We often encounter such problems, such as the content searched by one
kind of software is presented in another software, when a certain demand is mentioned during the call, the re-
levant pushes will be seen. So, how does mobile software leak our information? What are the consequent ha-
zards and hidden dangers? What attitude do we have to face this behavior?
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1. Introduction

Smart phones are in complete harmony with our lives,
and various software is our rightful assistants to meet our
needs. However, the leakage of personal information in
recent years has become an invincible threat to us. Since
2011, 1.127 billion users’ privacy information has been
leaked, including basic information, device information,
account information, privacy information, social relation-
ship information, network behavior information and so
on. Man-made resdlling information, PC infection, web-
site vulnerabilities, and mobile phone vulnerabilities are
the four major ways for persona information leakage.
(quoting Baidu) Many people have lost money and im-
portant information because of this, and they have been
plagued by spam and telemarketing from time to time.
Nowadays, this phenomenon is very common and se-
riously threatens our lives. More and more people begin
to attach importance to this problem and hope that it will
be improved.

The research on information leakage has existed for a
long time. The literature elaborates the security hidden
risks of mobile Internet in detail, and makes supplemen-
tary research on the four aspects of mobile Internet
access environment security, transmission network secu-
rity, device security and service security. The literature
focuses on the privacy leakage under the Android plat-
form, focusing on location information, through ant co-
lony agorithm and location weighting algorithm, the
harm of users’ information leakage is concretized, and
the ways of privacy leakage are analyzed in depth. In the
literature, based on the application of privacy leakage
detection technology on Android platform, the current
research situation and progress in this field are intro-
duced, and the evaluation criteria for the current evalua-

tion criteria of privacy detection technology are proposed.

The above scholars’ research has all about the informa-
tion leakage of smart phones users and put forward effec-

tive solutions. This paper also studies users’ privacy lea
kage, but it focuses on mobile software access rights and
their impact, and proceeds from the following aspects.

2. Access Rights of Mobile Phone Software

2.1. What arethe permissions

In the phone settings, we know the permissions are: dia-
ing, sending SMS, sending MMS, accessing contacts,
accessing cal records, accessing SMS/IMMS, add-
ing/deleting contacts, locating mobile phones, accessing
mobile phone identification code, accessing schedule,
using the camera, recording, turning WLAN on/off, turn-
ing Bluetooth on/off, caling transfer, installing applica
tions, reading installed application information.

2.2. Why doesit request authorization

In the first case, the use of some functions does require
access to the appropriate permissions. For example,
communication software needs to read the address book
to achieve the purpose of communication.

In the second case, in order to obtain greater benefits or
prepare for future benefits, such as entertainment soft-
ware collects users’ preference information, on the one
hand, for upgrading and improving their own software;
on the other hand, for selling or sharing information; un-
related software acquires permissions, such as weather
software requests to access the address book, etc., to pre-
pare for the future operation of the software.

3. How to Leak Users’ Privacy

The first case is that the applications send users’ data to
development companies. When using the application
software, users will leave traces on them, and persona-
lized settings will leave their own information. In order
to provide better services, the application software will
a so encourage usersto set their own modes. The applica
tions transmit the feedback information of users’ prefe-

240



HK.NCCP

International Journal of Intelligent Information and Management Science

ISSN: 2307-0692, Volume 8, Issue 2, April, 2019

rences to the development companies. On the one hand,
the development companies can better match the users’
preferences and improve the applications quality; on the
other hand, the development companies can negotiate
with other companies based on the data and seek com-
mon interests. The second case is that data sharing
among applications. What we know is that different ap-
plications of the same software development company
can share users’ data, which is generally acceptable to us,
but if different applications of different development
companies exchange information with each other, that’s
another matter.

4. Hazards and Hidden Risks

Here we do not study the collection of users’ data for
good intentions to improve software performance and to
better serve users. We focus on the harm and hidden risks
of malicious collection of users’ data

Location information: First, the time of stay. Develop-
ment companies or third parties can speculate on our life
laws based on our staying time in different locations.
Usually, the places we stay during the daytime are mostly
work places. The places we stay at night are homes or
temporary residences; depending on the change of our
staying time during the holiday, it can speculate that we
are traveling or visiting home. It can judge whether we
are local or not, and lay the foundation for the judgment
of next step. Second, the location and nature of the work
unit. According to the location information, it can be
determined which places the users are working in, such
as government departments, large enterprises, business
centers and so on. Based on this, the users’ financial re-
sources, status, and the value of users’ information can be
judged. Compared with ordinary users, the information
leakage of government staff is more harmful, the impact
will be greater, which not only affects the individuals, but
also leaksthe state secrets.

Mobile phone model: Mobile phone model is an impor-
tant basis for development companies and third parties to
judge users’ financial resources and consumption con-
cepts. They provide users with very targeted advertising
pushes according to it.

Record of shopping list: Online shopping records are the
best and most accurate medium for reflecting our person-
a preferences and needs. We often find that when you
buy online, there will be similarly viewed products that
will be pushed the next time you open the software, and
even similar products will be promoted in the browser.
So how do browsers capture our needs? There are many
similar incidents. For example, after we tak to our
friends about where we want to travel, where we have
been uncomfortable recently, and how we feel, we will
receive relevant ticketing, hotel, medical treatment and
various articles about chicken soup for the soul in differ-
ent applications, which shows that our information has

been leaked. Criminals can use location information to
speculate about our life patterns, such as when they are at
home and when they are at work, and can use this infor-
mation to steal, or to harm users on the road. Criminals
can aso judge the nature of users’ work based on the
above information. If the user is an important person, the
loss will be immeasurable to the user itself and others.
Even ordinary people have huge hidden dangers. We
don’t know when and where someone will be watching
us on the other end of the cell phone, stealing our infor-
mation and waiting for the opportunity to act. On the one
hand, this kind of behavior serioudly violates our right to
privacy and even threatens our personal safety, whichisa
violation of the law and a disregard for citizens. On the
other hand, this kind of behavior is becoming more and
more serious in the market. Criminals uncontrollably
collect and disclose user information. In the short term, it
seems to be beneficia to orientate the market more accu-
rately, which not only saves costs but also increases prof-
its. However, in the long term, such behavior will lead to
the decline of the entire industry, which will have a major
impact on China’s economic and technological develop-
ment, and will seriously hinder the pace of our industry
towards the world. Users, even the country, will be deep-
ly affected

5. Solutions

The country and relevant departments must formulate
laws to restrict the development of such enterprises, so
that enterprises can have laws to follow. At the same time,
the state and relevant departments must increase the pu-
nishment for criminals and unscrupul ous enterprises, and
they will punish criminals severely. Contents should in-
clude access issues for software devel opment companies,
boundaries between personal privacy and user informa-
tion, and penalty criteria for disclosing users’ privacy.
Relevant enterprises should consider the long-term de-
velopment of enterprises and improve their deficiencies.
The collection of user’s datais strictly based on the oper-
ational needs of the software, and does not violate the
boundaries of the law, and the enterprise must strictly
protect the user’s data and bear corresponding responsi-
bilities. Users should always be vigilant, refuse bad ap-
plications, cancel the corresponding permissions imme-
diately after using them, and be cautious when the soft-
ware gains the permissions granted. At the same time, the
mobile phone should not store important information in
order to avoid being stolen and used by criminals to
cause user losses.

6. Conclusion

On the one hand, we hope that through investigation and
research, the consequences of persona information lea-
kage can be more concrete, more directly reflected to
people, and force people to raise their awareness of pri-
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