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Abstract: In order to improve the ability of image encryption and transmission, a component fusion image
encryption method based on composite chaotic model is proposed. The Logistics chaotic map is used to
scramble the pixels of the clear text image, and the clear text is used to control the output of the key stream.
The relation between the key stream and the plaintext is used to recognize the pixel gray level of the compo-
nent fusion image, and the binary vector quantization characteristic quantity of the component fusion image
coding is obtained by using the single bit detection method. The piecewise linear coding method is used to
realize the arithmetic coding and cyclic encryption of the component fusion image, and the composite chaotic
model is used to realize the key construction and vector quantization encryption of the image. The simulation
results show that the proposed method has strong anti-attack ability and good image encryption performance,
which ensures the security of image transmission and storage.
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1. Introduction

With the rapid development of cloud computing and
cloud storage technology, using cloud storage tools to
realize real-time online storage of mass component fu-
sion images has become an important way of image pre-
servation in the future. In cloud storage, the structured
storage design of component fusion image is carried out
through distributed grid area storage structure to improve
the rea-time scheduling and access ability of image.
With the increasing of image scale, the cloud storage
space expands constantly[1]. People pay attention to the
problem of image security. The key link of image securi-
ty management is image encryption with component fu-
sion. The image security is ensured by designing the
structured component fusion image encryption based on
cloud storage platform[2].

Because of the simple structure of component fusion
image combination and the spatial self-organization and
network openness of cloud storage platform, the image is
vulnerable to network attack, and the security of compo-
nent fusion image can be improved by using component
fusion image encryption. Among the traditional methods,
the main methods of image encryption are eliptica en-
cryption method, segmented NTRUd public key encryp-
tion method and so on. In reference [3], an image encryp-
tion technique based on Elliptic Curve Cryptography
(ECC) is proposed. The dliptic curve equation of image
encryption is constructed in finite domain. The encryp-
tion and decryption key is designed to encrypt the com-

ponent fusion image to improve the anti-attack ability of
the encrypted image. This method has the problems of
too much computation overhead and poor rea-time en-
cryption performance in the component fusion image
encryption. In reference [4], a quantization coding algo-
rithm of component fusion image based on singular value
finite field filling encryption is proposed. The public key
is embedded into the finite domain of the distribution of
the master key, and the sensitive domain parameters of
the key center are filled in to realize the component fu-
sion image encryption. In this method, a large number of
prior component fusion images are required as test sets,
which results in poor anti-attack ability of component
fusion image encryption[5].

Aiming at the above problems, this paper proposes a
component fusion image encryption method based on
composite chaotic model, which uses Logistics chaotic
map to scramble the pixels of clear text image. Single bit
detection method is used to obtain binary vector quanti-
zation (VQ) characteristic quantity of component fusion
image coding, and the key construction and vector quan-
tization encryption of image are realized by composite
chaotic model. Finaly, experimental analysis is carried
out to demonstrate the superior performance of this me-
thod in improving the ability of image encryption in
component fusion.

2. Mathematical Model and Feature Analy-
sis of Component Fusion mage Encryption
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2.1. Unstructured Reconstruction of Component Fu-
sion Images

In order to redlize the image encryption design of com-
ponent fusion in cloud storage platform, the chaotic sen-
sitivity feature representation method is first used to de-
sign the unstructured reconstruction of the component
fusion image[6]. The dliptic function of image encryp-
tion in the finite domain is constructed as follows:

Decrypt(sk,c )A™* =T = ()= @)
The Logistics chaotic map is used to scramble the image,
and the chaotic map entangled state is defined as:
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The structured feature decomposition of component fu-
sion image encryption is carried out by using cyclic key
pairing method[7], and the characteristic decomposition
formula of component fusion image encryption key is
obtained as follows:
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The possible spin states of a two-particle system consist-
ing of symbols are obtained as follows:
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The definition of image arithmetic coding based
on chaotic mapping is obtained as follows:
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The information entropy and variance are used as the
encrypted homomorphic coding variables to reconstruct
the unstructured fused image[g].

2.2. Design of Arithmetic Coding Algorithm
Based on Chaotic Mapping

In this paper, based on the study of chaotic nonlinear
dynamics control, the sensitivity of chaotic system to
system parameters is used. The statistical characteristics
of white noise and the ergodic property of chaotic se-
guences are analyzed. The arithmetic coding and Huff-
man coding scheme about source coding are designed.

™

Firstly, the algorithm coding technique based on chaotic
mapping is presented. The chaotic sequence is defined as:
ix/p, x1 [0, p
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The mapping is obtained by the parameter. When
p=0.5, the map is a standard chaotic sequence map. In
the composite chaotic model, the inverse function of
arithmetic coding of chaotic map is expressed as arith-
metic coding, that is:
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Where, | =[0,1] denotes the interval in which the symbol
fals, theinitia interval S. If multiple character sequences
are encoded, the chaotic map can be extended to com-
plete the encoding of the sequence, which is expressed as:
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In the process of pixel position scrambling, two sets of
random numbers are generated by using Logistic chaotic
mapping:
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The inverse function of entropy is obtained by calculat-
ing the inverse transformation of entropy:
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By using ciphertext feedback, the key stream is corre-
lated with plaintext to enhance the anti-attack of cipher-
text, and the average amount of information in the cor-
responding sequence of encrypted image is obtained as
follows:

H =- & Rlog,(R) (13)
i=1

The plaintext is used to control the output of the key

stream, the correlation between the key stream and the

plaintext can be used to track and identify the pixel gray

level of the fused image, and the ability of image encryp-

tion can be improved.
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3. Optimization of Image Encryption Algo-
rithm

3.1. Key Design

In this paper, a component fusion image encryption me-
thod based on composite chaotic model is proposed. The
binary vector quantization characteristic quantity of
component fusion image coding is obtained by single bit
detection method, and the component is redlized by
piecewise linear coding method. Fusion image arithmetic
coding and cyclic encryption, using chaotic mapping to
obtain the key efficiency is:
Xn :{xn'xn-t 'xn-2t '»%Xn-(d'l)t} (14)
For each channel mode in binary symbol coordinate
space, the space vector is expressed as.
Rl:{Xl,XZ,XS,»%Xd}T (15)
For each channel model in binary symbol coordinate
space, the space vector is expressed as.
RR ={X,, X,,%xX HX, X,,2»xX_ }" (16)
By decomposing the eigenvalue of the upper expression,
the following results can be obtained:
R'R=V,4 .\ (17)
The chaotic initial sengitivity parameter k isinput and the
symmetric Hash function is used to design the piecewise
map of chaotic encryption. The agorithm is described as
follows:
C® S:Cetificate{ Cert }

C® S:ClientkeyExchange{ K_}
C® S: CertificateVerify{{ hash (messeges)} .|

R

3.2. Image Encryption Output

The chaotic mapping cryptosystem is used to construct
piecewise linear chaotic mapping equation, the compo-
nent fusion image encryption is obtained as follows:
ix/R, x1 1,
L(x-R)/R, X1,
(18)
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Where, R(i =1,......,n) represents the interval distribution

probability of chaotic sequences, Because the arithmetic
coding of chaotic map is an inverse function, the interval
of chaotic map is also inverse corresponding, and it can
be obtained as:

size(1) =PILP(sT S)
- P N_l(P )card{ﬁ‘ﬁ =Sn}
=P (R)™

(19)

Then
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In the circular window of the plaintext sequence, the fol-
lowing cyclic shift update mode of image encryption is
obtained:

FKC, = KC ALt gt o

i

:r KS = KSA{th-z}
Based on the above steps, the remaining blocks are en-
coded and encrypted in turn, and the segmentation en-
cryption agorithm based on cyclic shift key coding pro-
posed in this paper is finally completed, and the seg-
mented encryption of the image of component fusion is
completed.

(21)

4. Simulation Experiment and Result Analy-
Sis

In order to test the performance of this method in the
realization of component fusion image encryption, the
simulation experiment is carried out. The experiment is
designed by Matlab 7, the length of bitstream of compo-
nent fusion image is 1024, the image of S, gray level is
256, the image of Lena and Airplane, Barbara, Boat, Ba
boon) is used in the experiment. The test results show
that the bifurcation parameter is m=3.96521, and the

initial value of the key is x, =0.395642571026984 .

according to the above simulation parameters, the plain-
text image to be encrypted is obtained as shown in Figure
1.

Figure 1. Image To Be Encrypted.

The proposed method to encrypt the image, the scram-
bled image is obtained as shown in Figure 2.

Figure 2 shows that the proposed method has better
scrambling performance, and decrypts the image is
shown in Figure 3.

The anaysis shows that the decryption image has a great
change, it shows that the information of the plaintext
image cannot be displayed from the decryption error im-
age, which indicates that the algorithm has sufficient key
space to resist exhaustive attack.
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Figure 2. Image Encrypted Scrambled | mage.

Figure 3. Decrypted | mage.

5. Conclusions

In this paper, a component fusion image encryption me-
thod based on composite chaotic model is proposed. The
Logistics chaotic map is used to scramble the pixels of
the clear text image, and the clear text is used to control
the output of the key stream. The piecewise linear coding
method is used to redlize the arithmetic coding and cyclic
encryption of the component fusion image, and the com-
posite chaotic model is used to realize the key construc-
tion and vector quantization encryption of the image. The
simulation results show that the proposed method has
strong anti-attack ability and good image encryption per-
formance, which ensures the security of image transmis-
sion and storage, it has good application value in practice.
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